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SHORT SUMMARY

Empowering Youth Organizations with and for Media and
Information Literacy

In an era where digital interactions dominate, young people must
be equipped with more than just basic digital literacy skills. Media
and Information Literacy (MIL) has become an essential
competency, enabling them to critically navigate the overwhelming

ow of information in our fast-paced and complex information
ecosystem.

With the Internet user base getting younger every day  data
shows that one in three internet usersisachild  countries
worldwide are increasingly working on integrating MIL into their
education systems. Despite these advancements, many young
people still grapple with challenges such as disinformation, hate

speech, and other harmful online content.

Additionally, new technologies continue to
emerge, creating challenges with unknown

of young people aged
10to 24 use Al

impacts. For example, 80% of young
people aged 10 to 24 use Al multiple

multiple times
a day.

times a day for education,
entertainment, and other purposes.

Global youth organizations are at the
forefront of UNESCO se orts to

promote MIL among young people
through informal education. This toolkit
serves as a primary resource to help these
organizations incorporate MIL into their
strategies, policies, and operations, aiming to

make MIL a lasting component of their practices and
peer-to-peer educational programs.

Join us on this journey through the MiLtiverse and empower the
next generation by making MIL a fundamental life competence for
their futures.

. “Since wars begin in the minds of men and

INEE U n esco women it is in the minds of men and women

— that the defences of peace must be constructed”
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FOREWORD

Today’s youth are growing up in a world dramatically
different from that of previous generations. Social
media, streaming services and online communities
are at their fingertips, where young people learn,
communicate and express themselves. Yet, these
digital spaces, full of potential, also present a web
of challenges: disinformation spreads at lightning
speed, online hate thrives in echo chambers, and
harmful narratives often take root with real-world
consequences. The rise of Generative Al, which can
produce convincing but false content, further blurs
the line between reality and fabrication. Meanwhile,
millions of young people around the world still lack
reliable internet access, limiting their ability to engage
with both the opportunities and the challenges of this
digital world.

At UNESCO, we believe that navigating this complex
digital world requires more than just knowing how to
use technology. It demands a Media and Information
Literacy (MIL) — a critical set of skills that empower
individuals to engage thoughtfully and responsibly
with information. It is no longer enough to passively
consume content; we must be active participants,
capable of making informed choices in all spheres of
life, to fully enjoy our human rights.

Youth organizations play a pivotal role in disseminating
MIL skills and competencies to young people in informal
settings. Their mission is clear: to work ‘for’ and ‘with’
youth, providing them with the tools to navigate this
digital landscape with critical eyes and thoughtful
minds. This publication, “Journey through the MiLtiverse:
Media and Information Literacy Toolkit for Youth
Organizations” is designed to support this mission.
It offers youth organizations a dynamic resource
to integrate MIL into their policies, strategies, and
operations.

Whether working in advocacy, education, youth
development, or environmental causes, this toolkit
is for all youth organizations seeking to make MIL
a central part of their approach. It includes model
policies and strategies, checklists, educational tips,
and other resources needed to bring MIL to life within
your organization.

To ensure that this learning journey is fun and engaging,
we have designed the toolkit like an adventure through
the multiverse, where each mission tackles key aspects
of MIL. Equipped with a compass and a map, you will
embark on exciting missions, face challenges, discover
solutions, and arm your organization with practical
tools in an interactive way.

We invite you to explore, engage and take action. In a
world filled with digital complexity, we need leaders who
are prepared to navigate with integrity, curiosity and a
commitment to truth.

+ Let the journey begin!

Tawfik Jelassi

Assistant Director

General for Communication
and Information of UNESCO



We are the main
characters of a
crucial moment
In human history:
the digital era.

Never before have we been so connected; the
possibility to get to know and interact with people on
the other side of the world is just one click away. But
along with the exciting opportunities that the digital
era brings, there are challenges unlike anything we've
seen before.

Disinformation spreads like wildfire online,
diminishing trust and making it harder to identify what
is real and what is not. Hate speech invades social
media, fragmenting communities and pushing people
into extreme positions. The spark of violence these
days can ignite with a single social media post. In such
a polluted information ecosystem, it is easier to get lost
than to find the path to truth and respect for others.

Thatis why, now more than ever, we need to embark
on an epic learning journey throughout the exciting
Media and Information Literacy! (MIL) universe, the
MiLtiverse.

Throughout this journey, you will understand the
power that MIL has to prepare you with the necessary
competencies —knowledge, skills and attitudes— to
critically assess the vast universe of information that
reaches you daily through social media, media outlets
and all kinds of digital platforms.

With the MIL lenses, you will not only consume
information safely; you will also recognize yourself as
a producer of content as a means to express yourself
and your causes in this constantly expanding online
landscape.

This toolkit is designed to help you acquire the skills
to think critically and also provides resources to
properly integrate MIL principles at the core of your
organization’s policies and strategies, as well as into
your daily life as a citizen of the digital era.

In this MILtiverse, no one is a non-player character,
rather we all take the central stage!

So, this journey is not just about learning to ethically
navigate in a universe filled with online challenges; it's
about rising above them and becoming a leader who
stands for human rights, truth, peace, respect, integrity,
and positive change in their communities.

+ Ready for take-off?

! Media and Information Literacy (MIL) refers to the set of essential competencies (knowledge, skills and attitudes) that allow citizens to
engage with content providers effectively and develop critical thinking and life-long learning skills for socializing and becoming active
citizens. UNESCO. 202!1. Think Critically, Click Wisely! Media and information literacy curriculum for educators & learners. Paris, UNESCO.

https://unesdoc.unesco.org/ark:/48223/pf0000377068









0 THE
(XS COMPASS

Media and Information Literacy
(MIL) core values and principles

As we embark on our journey through the MiLtiverse,
it is essential to have a strong compass—our guiding
principles that will steer us through the vast universe of
the digital landscape we are living in. The "Media and
Information Literacy (MIL) Core Values and Principles”
are the foundation of this journey, acting as our North
Star as we navigate the challenges and opportunities
that we face as society in this era.

In this section, we will discover the fundamental values
that underpin MIL? These are not just abstract concepts;

critically, engage ethically, and lead our communities
to navigate with integrity in the digital information
ecosystem. By embracing these core values, we will
be better prepared to tackle misleading and harmful
information, foster respectful dialogue, and contribute
to creating a more informed and peaceful society,
online and offline.

Let's consider these principles as the constellations that
light our path, guiding us toward a digital era where
facts and respect for others prevail.

they are the principles that will empower us to think

Human rights and dignity: |

MIL empowers individuals to act responsibly and stand up for and defend human
rights and dignity in the online world — theirs and that of other people navigating
digital interactions.

S

Freedom of expression and access to information:

A MIL ensures that individuals can freely express their ideas while understanding
the boundaries of hate speech and incitement to violence. It also seeks to protect
access to information as a fundamental human right, essential for making
informed decisions and effectively participating in society and public life.

€

Self-awareness: |
MIL encourages self-awareness and the ability to challenge one’s beliefs and
biases, strengthening critical thinking.

LLY4
9N

Solidarity and peace: |
MIL is crucial for building more cohesive and cooperative societies in an
interconnected —and often conflicting— world.

Respect for cultural diversity: |

MIL competences contribute to nourishing tolerance and respect for others,
relevant attitudes for peaceful and harmonious coexistence among a diverse
society.

Intercultural and interreligious dialogue: |

Promoting intercultural and interreligious dialogue through MIL fosters mutual
understanding and respect among different communities, essential for global
peace.

R IRSRIES

2UNESCO. n.d Welcome to the International Media and Information Literacy e-Platform [Website] https://www.unesco.org/mil4teachers/en
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THE
JOURNEY

How to use this toolkit

This toolkit is designed to take you and your
organization through a journey into some of the most
important and applicable aspects of Media and
Information Literacy (MIL). As you can imagine, MIL
is a vast universe, so we will not cover every single
aspect of it. Feel free to explore it at all its extent at the
UNESCO International Media and Information Literacy
E-Platform® and to go deeper on the subjects of your
interest.

This toolkit is divided into four main sections.

The first section is "The journey through the
MiLtiverse". In this chapter, you will embark on an
adventure through nine missions that will lead you to
discover the fascinating universe of MIL.

Before stepping on your interstellar journey, the
subsection called "Before departing” will equip your
spaceship with all the resources you need to get the
most out of your MIL journey. This section is designed
so that you, an individual traveler, or your organization,
can do a self-awareness check:

x What's your purpose?

x What is your vision?

x Where do you want to go?

x How will the insights of this journey align with your
path?

These questions will help you be self-aware before
embarking on your journey.

In each of the nine missions, you will find a scenario
designed to provide you with new knowledge, skills, and
tools to navigate the vast digital information universe
responsibly, critically, safely, and consciously. Each
mission is designed for you to work through individually
or within your organization, allowing you to gain the
knowledge, skills, and tools that each mission seeks
to provide. Additionally, the missions are designed for
training others, such as your team, beneficiaries, and
audiences. You and your organization play a significant
role in extending the toolkit's reach and impact.

Get familiar with the structure of this chapter! Each
mission includes:

x Atitle that introduces the main topic of this
mission.

&

x The mission goal, which outlines what this
mission aims for you and your organization to
achieve. Think of it as the “special task” you're
being asked to complete in relation to this
topic.

* .

x The MIL values and principles is a brief but
significant segment that serves as areminder
of why it matters to address the mission’s
contents in our contemporary global society:
“We are facing the mission of countering hate
speech because we seek to live in a world
where solidarity and peace prevails.”

x Information that explains the relevance
of the mission’s content and provides an
overview of the mission.

x The key concepts which provide essential
definitions that make the mission meaningful.
These concepts will provide clarity and will
guide us in understanding the relevance of
these topics in this digital era.

® B

x Each mission starts with an invitation to Take
a look inside: this involves answering a set of
questions with assigned scores which will give
us an initial assessment of whether we are
currently integrating MIL contents into our daily
practices or those of our organizations.

6)

Read the scores based on the following table. This will
give us guidance on how to move forward to effectively
integrate MIL into our practices.

4

If the final ponderate score is between 1 and 3 points,
we invite you and your organization to dive deeper on
the concepts we explore during the mission.

<>

If the score is between 4 and 6 points, we invite you and
your organization to explore the mission with curiosity,
focusing your energy on what you could do better.

<>

If the score is between 7 and 9 points, you and your
organization are ready to inspire others! Go even further
by exploring how you can advocate for a cultural
change in your community by sharing your insights on
the subjects of this mission.

How to read
your scores!

3 UNESCO. (2021). Think Critically, Click Wisely! Media and information literacy curriculum for educators & learners. Paris, UNESCO.

https://unesdoc.unesco.org/ark:/48223/pf0000377068
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x Let’s jump in at the core of each mission.
This is where we delve into the concepts by
reflecting from our experiences as being part
of the digital information ecosystem. Here,
we will gain knowledge, understanding, tools,
and skills to navigate the MiLtiverse in a safe,
critical and ethical manner.

x Time to complete the mission encourages
us to reflect on the contents covered in the
mission to extract the superpowers we need to
move forward. We will find two key elements:

0%

A question designed for you and your
organization members to brainstorm ideas or
develop strategies that will help integrate MIL
into your organizational practices and initiatives.

+
+ + 17

+

An invitation to explore the “MIL Supercharger
of ideas” section, where you will discover
power-ups for integrating MIL practices at
the core of your organization’s policies and

strategies.

x Inspiring notes for your journey offers
inspiration from real case studies of young
people like us, who are already successfully
integrating MIL competences and taking
action regarding the matter addressed in the
mission.

x Want to go deeper? provides additional
resources (such as articles, videos, podcasts,
and others) to help us gain a deeper
understanding and acquire new tools for
integrating the contents covered in the
mission.

x Finally, Get your answers right! Allows us
to check the correct answers to the activities
included in the mission.

The second section is the MIL Supercharger of ideas for
policies and strategies. It includes suggested ideas on
how to effectively incorporate MIL related practices into
the organization’s policies and strategies. These ideas
will power up your organization’s purpose to integrate
MIL coherently and consistently into its core practices
and initiatives.

The third section is A step-by-step guide to include
MILinto your organization policies and strategies. You
will find easy-to-use templates for your organization
to draft policies and develop strategies to effectively
integrate MIL competences, principles and practices.

Finally, in the last section “Bringing MIL alive into your
organization: A “how-to” guide”, you will find two
more easy-to-use templates to transform your policies
and strategies into a concrete action plan per strategy
and a feedback model to evaluate the success of your
organization into integrating MIL contents, principles
and skills into your practices.

+ See you on the MlLtiverse!

11



~\ BEFORE
.

DEPARTING...

We are about to embark on a journey
through the MiLtiverse, soitis time to getour
spaceship ready. In order to successfully
integrate MIL knowledge, skills and
behaviors into the organization's policies
and strategies, it's a good idea to first have
a clear idea of how well-equipped we are to
accomplish this.

Think of your organization as if it is our
spaceship for this journey. This is the safe
space that will drive us through the different
dimensions of the MiLtiverse. But for every
piece of knowledge, understanding and
guidelines we will gain throughout this
journey, it’'s important to understand why it
isimportant for us to embark on the exciting
journey of the MiLtiverse.

~—\ Take alook
@ inward

Use this section to look inside your organization and
answer the questions.

x What is your organization's purpose?

x What is your organization’s vision for the next five
years?

x What are your organization's values and principles?

x What does your organization do? (Activities,
audiences, etc.)

x If your organization had feelings, which situations
would make it feel happy, angry, or sad?

12




Before
departing

Take alook =X
outward @

Use this section to reflect on the image your
organization projects and answer the questions.

x How do you communicate your ideas or actions?

x Describe the image you want to portray to your
audiences.

x Write three hashtags with which you want your
organization to be associated.

x What does the environment surrounding your
organization look like? (E.g. politically, economically,
culturally, etc.).

13




If you want to get a deeper assessment of how
prepared you are to integrate MIL knowledge, skills
and tools into your organization, answer the following
questions with your colleagues. When answering
them, keep in mind that there are no “right” or
“wrong” answers. All of them provide insights for your
organization to consider when designing policies and
strategies aimed to integrate MIL practices at its core.

General MIL-related questions

@

How would you define MIL in the context of your organization?

Does your organization have a specific policy or strategy related to MIL skills or
practices? If so, could you describe it?

Integration of MIL into organizational practices

Do you currently develop any type of MIL initiative within your organization’s
activities and practices?

Do you have any future plans for developing MIL initiatives?

What impact do you seek to have in relation to integrating MIL into your initiatives,
activities and practices?

Organizational capacities |

Have you or your colleagues ever received any training related to MIL?

What resources do you have at your disposal for integrating MIL practices, skills
and tools within your organization?

Collaborations and partnerships |

Do you collaborate with other organizations, experts, or institutions to promote MIL
among different stakeholders? If so, can you describe them?

Do you have any kind of collaboration with social media platforms to support MIL
initiatives?

Challenges and opportunities

zP

Which are the opportunities or advantages that will help you ease the path to MIL
integration into your organization’s policies, strategies or initiatives?

Which risks do you think you might encounter in this path to MIL integration into
your organization’s policies, strategies or initiatives?

14

+
All set!

We are ready to depart!



Mission MIL Values
Goal and Principles

By the end of this mission, we will understand the importance of

expression and
access to information

critical, and ethical manner and its importance to democracy
while navigating the online and informational environment
safely and responsibly.

accessing information and engaging with content in an active, ) S Freedom of
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