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Executive Summary

This document presents the final version of the CHASE ICT Tool, developed under Work Package 3
(WP3) — CHASE Technology Components and Platform.

Building upon the technical specifications and incremental implementations described in earlier
deliverables (D3.1, D3.3, D3.5, and D3.6), this report consolidates the complete, deployed version of
the CHASE system and summarizes the latest technical refinements leading to its full operational
readiness.

With these refinements, CHASE ICT tool reaches its full functional maturity, ready for pilot deployment
and real-world validation by partner organizations. It represents the consolidation of all technological
achievements within WP3 and establishes a robust foundation for future operational use and
sustainability.
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Introduction

Purpose of the Document
This deliverable presents the final integrated and operational version of the CHASE ICT tool. It describes
the system in its completed form, summarizing the final updates that have been implemented.
The document highlights three main aspects:
e The integration of the platform’s components into a unified operational environment
supporting multi-partner access and interaction.
e The finalized configuration and management of user access.
e The latest enhancements to data and analytics workflows, developed to improve visualization
and analytical responsiveness.

Overall, the document serves as the closing technical report of WP3, demonstrating that the CHASE ICT
tool has achieved the intended level of integration and readiness for validation in the pilot phase.

Structure of the Document

The rest of this document is structured as follows:
e Section 2 describes the approach used for managing user access and authentication across
partner organizations.
e Section 3 outlines the latest improvements to the system’s internal workflows.
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Deployment and User Management

Overview of the deployed CHASE platform environment

The final version of the CHASE ICT tool has been fully deployed on a dedicated Kubernetes (K8s)* cluster
hosted on ITML’s infrastructure. Each service has been containerized using Docker?. This setup provides
a secure, controlled, and scalable runtime environment that enables fine-grained operational control.
All system components are containerized and managed through Kubernetes.

The cluster is configured to orchestrate service deployment, scaling, and lifecycle management through
declarative manifests. Each component is deployed as a separate Kubernetes pod, grouped into
namespaces corresponding to the major subsystems of the CHASE ICT tool. Stateful services, such as
OpenSearch and Keycloak, make use of Persistent Volumes (PVs) to ensure data durability across
restarts and upgrades. Ingress controllers expose only the necessary public endpoints (e.g., the CHASE
web interface and Keycloak authentication portal) over HTTPS, while internal service communication
remains restricted to the cluster’s private network.

Inter-service communication between CHASE components relies on a combination of REST APIs and
asynchronous event streaming via Apache Kafka. To safeguard this communication layer, mutual TLS?
(mTLS) has been implemented between Kafka producers and consumers, guaranteeing both message
confidentiality and bidirectional authentication. This approach ensures that only trusted services within
the Kubernetes cluster can publish or consume events, thereby reinforcing the platform’s overall
security posture.

Continuous monitoring of the deployed environment is achieved using Kubernetes health probes,
internal logging mechanisms, and OpenSearch dashboards. This configuration enables real-time
observability, fault detection, and simplified maintenance.

In its final deployed form, the CHASE ICT tool operates as a cohesive, production-ready system that
integrates all core components in a unified, secure, and maintainable environment, supporting the
complete moderation and analytics workflow defined within Work Package 3.

! https://kubernetes.io/
2 https://www.docker.com/
3 https://en.wikipedia.org/wiki/Transport_Layer_Security
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User Authentication and Management Process

The implementation of user authentication and access control in the final version of the CHASE ICT tool
follows the configuration previously described in Deliverable D3.1 — Technical Specifications, where the
integration of Keycloak as the Identity and Access Management (IAM) solution was first introduced. In
this final version, Keycloak has been fully embedded in the deployed environment and serves as the
central entry point for user authentication and authorization within the CHASE platform.

User management is performed directly through the Keycloak administration console, which allows
system administrators to create, update, and deactivate user accounts as well as assign them to
predefined roles.

Keycloak operates under a dedicated realm named “chase”, which defines all active users, clients, and
policies associated with the tool. Two main application clients have been configured:

e chase-client — representing the CHASE web application, used for user-facing authentication
via OpenlID Connect.

e chase-system-client — representing internal system communication between backend services
and the authentication layer.

The process of user registration for the CHASE platform was coordinated centrally by ITML’s technical
team. Each participating organization was requested to provide the following details for every individual
who required access to the tool:

e Name

Username

e Password

e Organization name

Upon collecting this information, the system administrators created a corresponding group in Keycloak
for each organization represented in the project (e.g., ITML, Proto Thema, MDIG, CESIE, WAN-IFRA,
etc.). Each user account was then created manually within the chase realm and assigned to the
respective organizational group. This group-based structure ensures that user accounts are clearly
associated with their organization and simplifies the management of multiple partners within a single
environment.

¢ Groups » Group details

Organizations Action

Childgroups | Members | Attributes | Role mapping ~ Admin events

Q, Filter groups > & Refresh 1-9 -

Group name
AlphaCyprus

CESIE

oogogoooooda

Figure 1:Partner organization groups defined within the CHASE Keycloak realm.

User registration is intentionally not open to self-signup. All accounts are created and activated by
administrators to preserve control over system access and to maintain a verifiable link between users

7

Funded by the European Union. Views and opinions expressed are however those of the author(s)

L, Co-funded by only and do not necessarily reflect those of the European Union or European Commission.
X bl the European Union Neither the European Union nor the granting authority can be held responsible for them.
ke [Project Number: 101143159]




and their organizations. Password reset and email verification functionalities are disabled, as credential
management is handled exclusively through administrative workflows.

This configuration ensures that the entire user management process remains transparent, traceable,
and consistent across the consortium. All authentication requests are processed through Keycloak’s
secure login interface, which integrates seamlessly with the CHASE frontend and backend services
(Figure 2). The result is a controlled and auditable access workflow that supports reliable operation of
the CHASE ICT tool in a multi-organization context.

r"

N

3

Sign in to your account

Usemarme or email

I.argyriob@ih"".l.gri

Password

asssssassrass

Figure 2:Customized CHASE login page integrated with Keycloak, providing secure authentication for registered users within
the CHASE realm.

The CHASE ICT tool is accessible to authorized users through a secure web interface hosted under the
project’s dedicated domain. Access is provided via the following address:

This entry point serves as the unified gateway to the CHASE environment, where partner organizations
can log in using the credentials assigned to them. The domain supports encrypted communication
(HTTPS) and connects directly to the authentication service, ensuring secure access to all functionalities
of the CHASE platform.
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https://chase-web.itml.space/

Backend and Data Layer Updates

Deliverable D3.3 — CHASE Data Crawler & Data Repository documented the implementation of the core
data infrastructure of the CHASE ICT tool, including the integration of the controller-based backend
(CHASE APIs), the adoption of OpenSearch? for data storage, and the use of Apache Kafka® for real-time
messaging. The deliverable defined the main data flows supporting content ingestion, analysis, and
visualization through the indices chase_posts, chase_comments, and chase_analytics, as well as their
corresponding Kafka topics. These components established the foundation for end-to-end data
processing, from external content retrieval to text analytics and visualization.

Building upon this architecture, the final version of the CHASE ICT tool introduces targeted
enhancements to extend analytical capabilities and improve system performance. Two key
developments have been implemented:

1. anew n-gram computation workflow with dedicated indices to support advanced visualization

2. anasynchronous execution mechanism for the text analytics services, enabling faster and more
efficient inference.

The following subsections describe these updates in detail.

N-gram computation workflow

To enable the n-gram visualization functionality introduced in the visualization component (Deliverable
D3.6 — CHASE Visualization Component), a new data processing workflow has been developed and
integrated into the CHASE ICT tool’s backend. This workflow operates as a scheduled task that
periodically extracts, processes, and aggregates textual data from the chase_comments index to
generate n-gram statistics.

Two new OpenSearch indices have been added to support this process:

e chase_comments_ngram — storing aggregated n-gram data with frequency counts.
e chase_comments_ngram_processed — tracking the processing state of comments to avoid
duplication.

The data flow for n-gram calculation follows a structured, automated pipeline. The task executes at
predefined intervals (10 minutes). Each run determines the time window to process by checking the
most recent entry in chase_comments_ngram_processed, or defaults to the earliest available comment
if it is the first execution.

Comments within the selected date range are retrieved in batches of ten. For each batch, previously
processed  comments are  filtered out based on their IDs  recorded in
chase_comments_ngram_processed.

Each unprocessed comment undergoes normalization, including the removal of URLs, special
characters, and line breaks. The text is tokenized into words, and stop words are removed.

Using a sliding-window method, all possible n-grams up to a specified length (configured to five words)
are generated. This produces sequences of one to five consecutive words for each comment.

Generated n-grams are aggregated in memory for the current batch. Duplicate entries, sharing the
same text, date, category, label, and data source—have their frequency counts summed before
persistence.

4 https://opensearch.org/
5 https://kafka.apache.org/
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The aggregated results are upserted into chase_comments_ngram, either by creating new records or
incrementing existing frequency counts. The processed comment IDs and their dates are then recorded
in chase_comments_ngram_processed.

The process continues iteratively across all pages within the selected date range and then pauses until
the next scheduled run.

This modular design ensures scalability and allows the visualization component to access continuously
updated n-gram data for dynamic analytical displays.

Asynchronous Text Analytics Execution

Deliverable D3.5 — CHASE Real-Time Text Analyser presented the implementation of the text analytics
component responsible for detecting and classifying gender-based hate speech within the CHASE ICT
tool. It described two main analytical modules: a binary classification model for identifying hateful
content and an agentic workflow for fine-grained detection of hate-speech patterns. In the final version
of the platform, this component has been further optimized to improve responsiveness and scalability.

To achieve this, the execution of the two models has been decoupled and made asynchronous, allowing
the faster binary classifier to operate independently from the more computationally intensive agentic
analysis. This enhancement ensures that classification results are available in real time while the deeper
pattern analysis continues in the background.

The updated workflow, described below, preserves the data integrity and message-driven structure
introduced in D3.3 while significantly improving throughput and user experience.

The updated workflow operates as follows:
1. The Text Analytics component consumes comments from the chase_comments Kafka topic.

2. It first executes the binary classification model, identifying whether a comment contains hate
speech.

3. The classification results are written to the chase_analytics Kafka topic.

4. Through the Storage Connector, these results are persisted in the chase_analytics OpenSearch
index.

5. A secondary service, hate_speech_patterns_analytics, independently consumes messages
from the chase_analytics topic. It performs the agentic workflow to detect fine-grained hate-
speech patterns and then invokes the updates the corresponding entries in the chase_analytics
index.

This asynchronous architecture ensures that the slower agentic workflow does not block the real-time
ingestion and classification pipeline. The separation of the two models enhances throughput, reduces
latency for alert generation, and provides continuous updates to the analytics index as deeper analysis
becomes available.

Integration of LLM Tracing

To enhance transparency, debugging, and performance evaluation of the text analytics component,
LLM tracing has been integrated into the CHASE ICT tool using Langfuse®. This addition provides detailed
observability of the Large Language Model (LLM) operations involved in the agentic workflow
responsible for hate-speech pattern detection.

Langfuse is an open-source observability and analytics platform specifically designed for applications
powered by large language models. It enables detailed tracing of each model interaction, capturing
structured metadata such as prompt text, completion output, latency, cost metrics, and hierarchical
call relationships between different stages of an agentic workflow. By aggregating these traces in real
time, Langfuse provides developers and researchers with a unified interface for analyzing performance,
identifying prompt bottlenecks, and validating model behavior across large volumes of executions.

® https://langfuse.com/
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In the CHASE deployment, Langfuse is connected to the hate-speech pattern detection agentic
workflow within the text analytics service. Each invocation of the workflow (executed by the
chase_agent module) is automatically logged as a trace. A trace corresponds to one full analytical run
of the agentic pipeline for a given post or comment and includes multiple sub-spans representing the
LLM calls involved in each reasoning step (e.g., text summarization, pattern classification, validation).
For each sub-span, Langfuse records the duration, token count, and status of the operation. This fine-
grained logging enables correlation between input characteristics, model performance, and output
reliability.

Figure 3 shows the Langfuse Tracing Dashboard, which provides an aggregated view of recent
executions. Each row in the table represents a single trace recorded for the chase_agent workflow.
Alongside timestamps, user identifiers, and organizational tags, the dashboard displays quantitative
performance indicators including latency (execution time per run), token usage (input/output and
total), and the estimated cost of each operation. This interface allows the technical team to monitor
throughput and performance trends over time.
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Figure 3:Langfuse Tracing Dashboard displaying recent executions of the CHASE agentic workflow.

Figure 4 presents a detailed view of one specific trace. The left panel visualizes the hierarchical
execution graph, where each node represents a distinct LLM call corresponding to steps in the agentic
process (e.g., summarize_post, classify category, evaluate classification). The central panel lists
detailed metrics for each call, including latency and token count, while the right panel displays the
structured input and output of the model. The bottom of the view includes a process flow diagram
illustrating the logical progression from initialization through intermediate reasoning steps to
completion.

Through this integration, the CHASE ICT tool now supports comprehensive monitoring of LLM-based
processes. Developers can review historical executions, measure performance trends, and correlate
specific prompts with analytical outcomes. This functionality strengthens the reliability and
maintainability of the text analytics component by ensuring that all model-driven operations are
transparent, measurable, and continuously verifiable during both development and pilot operation
phases.
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Figure 4: Detailed view of a Langfuse trace representing one execution of the CHASE agentic workflow. The visualization
highlights the model’s internal reasoning path and corresponding analytical outputs.
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Conclusion

The completion of this deliverable marks the finalization of the CHASE ICT tool as a comprehensive and
fully integrated platform. Through successive development stages, each component has been refined,
connected, and validated to ensure cohesive operation and alignment with the project’s objectives.

The result is a stable, functional solution that combines automation, interpretability, and accessibility
within a unified framework.

This milestone concludes the technical development activities of WP3 and sets the stage for the
evaluation and validation of the CHASE ICT tool during the pilot phase. Feedback from real-world use
will guide any final refinements and support the long-term sustainability of the platform beyond the
project’s lifetime.

13
Funded by the European Union. Views and opinions expressed are however those of the author(s)
RN Co-funded by only and do not necessarily reflect those of the European Union or European Commission.
S the European Union Nelther the European Union nor the granting authority can be held responsible for them.
[Project Number: 101143159]




Combatting online
HAte Speech by
engaging online mEdia

D3.8
Version finale de l'outil
informatique CHASE

H@%E™

F¥x$Y%

. g b
§) MEDIADIVERSTY symplexis BOEMA 7 ECHR m

@ World Association JxM\ | Center for Social A c e s 1
of News Publishers =2 | Innovation - Che wncld s anly anecres

KYNPQY

1

Funded by the European Union. Views and opinions expressed are however those of the author(s)
Co-funded by only and do not necessarily reflect those of the European Union or European Commission.
the European Union Neither the European Union nor the granting authority can be held responsible for them.

[Project Number: 101143159]




Table des matiéres

RESUME @XECULIT ..euveuieeirnireireireireererereseereesreseasrassassassessesssssssssessassassassassansanns 3
T4 o Yo [0 T o1 { [ Y T ceeeee 3
Objectif dUu dOCUMENT ...t seeseeressns e seesaesreenessasssessnsssesss senasssenseessannennn 3
STrUCTUIE AU JOCUMENT ...t cceeersreeeesreseesseaesssssnesssssesssass sssssessasaessssssssssseasssasasssnsansssssnssns 3
Déploiement et gestion des utilisateurs.....c.ccccceveeiiieiiieeciiniiiecienineecceecerennene. 4
Vue d'ensemble de I'environnement de la plateforme CHASE déployée .............c.ceeveennnnne. 4
Processus d'authentification et de gestion des utilisateurs ..o, 4
Mises a jour du backend et de la couche de données ..............cveeececeeerrrrennee. 7
Flux de travail de calcul de N-grammes .........cceveevererrceecneseceenenrsnesescessessesseessasssessanssssessnssansnes 7
Exécution asynchrone de I'analytique de teXte ........ccceeereeveeevirnneenrenesssessesseessesssessessnesennens 7
INtégration du tragage LLIV ... s e ccseeseecnesaecsessnsseecnssnssseesnsnssseesnssnsssasnnsssenseesnnans 9
(00 3 Tof [T 13 1o o TSR 11
2
Funded by the European Union. Views and opinions expressed are however those of the author(s)
Co-funded by only and do not necessarily reflect those of the European Union or European Commission.
the European Union Neither the European Union nor the granting authority can be held responsible for them.

[Project Number: 101143159]



Résumé exécutif

Ce document présente la version finale de I'outil informatique CHASE, développé dans le cadre du Work
Package 3 (WP3) -- Composants technologiques et plateforme CHASE.

S'appuyant sur les spécifications techniques et les implémentations incrémentales décrites dans les
livrables antérieurs (D3.1, D3.3, D3.5 et D3.6), ce rapport consolide la version compléte et déployée du
systtme CHASE et résume les derniers perfectionnements techniques conduisant a sa pleine
disponibilité opérationnelle.

Avec ces perfectionnements, I'outil informatique CHASE atteint sa pleine maturité fonctionnelle, prét
pour un déploiement pilote et une validation dans des conditions réelles par les organisations
partenaires. Il représente la consolidation de toutes les réalisations technologiques du WP3 et établit
une base robuste pour une utilisation opérationnelle future et la durabilité.

Introduction

Objectif du document

Ce livrable présente la version intégrée et opérationnelle finale de I'outil informatique CHASE. Il décrit
le systéme dans sa forme achevée, en résumant les derniéres mises a jour qui ont été implémentées.

Le document met en évidence trois aspects principaux :

e L'intégration des composants de la plateforme dans un environnement opérationnel unifié
prenant en charge I'accés et l'interaction multi-partenaires.

e Laconfiguration finalisée et la gestion des accés utilisateurs.

e Les dernieres améliorations apportées aux flux de travail de données et d'analytique,
développées pour améliorer la visualisation et la réactivité analytique.

Dans l'ensemble, le document constitue le rapport technique final du WP3, démontrant que |'outil
informatique CHASE a atteint le niveau d'intégration et de préparation prévu pour la validation dans la
phase pilote.

Structure du document

Le reste de ce document est structuré comme suit :

e Section 2 décrit I'approche utilisée pour gérer |'acces utilisateur et I'authentification entre les
organisations partenaires.

e Section 3 décrit les dernieres améliorations apportées aux flux de travail internes du systéme.

3

Funded by the European Union. Views and opinions expressed are however those of the author(s)

RN Co-funded by only and do not necessarily reflect those of the European Union or European Commission.
S the European Union Nelther the European Union nor the granting authority can be held responsible for them.
[Project Number: 101143159]




Déploiement et gestion des utilisateurs

Vue d'ensemble de I'environnement de la plateforme CHASE
déployée

La version finale de I'outil informatique CHASE a été entierement déployée sur un cluster Kubernetes
(K8s)! dédié hébergé sur l'infrastructure d'ITML. Chaque service a été conteneurisé a I'aide de Docker?.
Cette configuration fournit un environnement d'exécution sécurisé, controlé et évolutif qui permet un
contrble opérationnel précis. Tous les composants du systeme sont conteneurisés et gérés via
Kubernetes.

Le cluster est configuré pour orchestrer le déploiement, la mise a I'échelle et la gestion du cycle de vie
des services via des manifestes déclaratifs. Chaque composant est déployé comme un pod Kubernetes
distinct, regroupé en espaces de noms correspondant aux principaux sous-systémes de I'outil
informatique CHASE. Les services avec état, tels qu'OpenSearch et Keycloak, utilisent des Volumes
Persistants (PV) pour garantir la durabilité des données lors des redémarrages et des mises a niveau.
Les controleurs Ingress n'exposent que les points de terminaison publics nécessaires (par exemple,
l'interface web CHASE et le portail d'authentification Keycloak) via HTTPS, tandis que la communication
interne des services reste limitée au réseau privé du cluster.

La communication inter-services entre les composants CHASE repose sur une combinaison d'APl REST
et de streaming d'événements asynchrone via Apache Kafka. Pour sécuriser cette couche de
communication, le TLS mutuel (mTLS)? a été implémenté entre les producteurs et consommateurs
Kafka, garantissant a la fois la confidentialité des messages et I'authentification bidirectionnelle. Cette
approche garantit que seuls les services approuvés au sein du cluster Kubernetes peuvent publier ou
consommer des événements, renforgant ainsi la posture de sécurité globale de la plateforme.

La surveillance continue de I'environnement déployé est réalisée a l'aide de sondes de santé
Kubernetes, de mécanismes de journalisation internes et de tableaux de bord OpenSearch. Cette
configuration permet l'observabilité en temps réel, la détection des pannes et une maintenance
simplifiée.

Dans sa forme déployée finale, I'outil informatique CHASE fonctionne comme un systeme cohérent et
prét pour la production qui integre tous les composants principaux dans un environnement unifié,
sécurisé et maintenable, prenant en charge le flux de travail complet de modération et d'analytique
défini dans le Work Package 3.

Processus d'authentification et de gestion des utilisateurs

L'implémentation de |'authentification utilisateur et du controle d'acces dans la version finale de I'outil
informatique CHASE suit la configuration précédemment décrite dans le Livrable D3.1 -- Spécifications

! https://kubernetes.io/
2 https://www.docker.com/
3 https://en.wikipedia.org/wiki/Transport_Layer_Security

4

Funded by the European Union. Views and opinions expressed are however those of the author(s)

RN Co-funded by only and do not necessarily reflect those of the European Union or European Commission.
S the European Union Nelther the European Union nor the granting authority can be held responsible for them.
[Project Number: 101143159]




techniques, ou l'intégration de Keycloak comme solution de gestion des identités et des accés (IAM) a
été introduite pour la premiére fois. Dans cette version finale, Keycloak a été entiérement intégré dans
I'environnement déployé et sert de point d'entrée central pour I'authentification et I'autorisation des
utilisateurs au sein de la plateforme CHASE.

La gestion des utilisateurs est effectuée directement via la console d'administration Keycloak, qui
permet aux administrateurs systeme de créer, mettre a jour et désactiver des comptes utilisateurs ainsi
gue de leur attribuer des roéles prédéfinis.

Keycloak fonctionne sous un domaine dédié nommé "chase", qui définit tous les utilisateurs actifs,
clients et politiques associés a |'outil. Deux clients d'application principaux ont été configurés :

e chase-client --- représentant |'application web CHASE, utilisé pour I'authentification coté
utilisateur via OpenlD Connect.

e chase-system-client --- représentant la communication systéme interne entre les services
backend et la couche d'authentification.

Le processus d'inscription des utilisateurs pour la plateforme CHASE a été coordonné de maniere
centralisée par I'équipe technique d'ITML. Chaque organisation participante a été invitée a fournir les
détails suivants pour chaque personne nécessitant un acces a l'outil :

e Nom

e Nom d'utilisateur

e Mot de passe

e Nom de l'organisation

Apres avoir collecté ces informations, les administrateurs systeme ont créé un groupe correspondant
dans Keycloak pour chague organisation représentée dans le projet (par exemple, ITML, Proto Thema,
MDIG, CESIE, WAN-IFRA, etc.). Chaque compte utilisateur a ensuite été créé manuellement dans le
domaine chase et attribué au groupe organisationnel respectif. Cette structure basée sur les groupes
garantit que les comptes utilisateurs sont clairement associés a leur organisation et simplifie la gestion
de plusieurs partenaires au sein d'un méme environnement.

¢ Groups > Group details

Organizations Action

Child groups = Members  Attributes Role mapping | Admin events

Q Filter groups > & Refresh 1-9 «

Group name

AlphaCyprus

CESIE

Figure 1 : Groupes d'organisations partenaires définis dans le realm CHASE de Keycloak
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L'inscription des utilisateurs n'est intentionnellement pas ouverte a I'auto-inscription. Tous les comptes
sont créés et activés par les administrateurs afin de préserver le contréle de I'accés au systeme et de
maintenir un lien vérifiable entre les utilisateurs et leurs organisations. Les fonctionnalités de
réinitialisation du mot de passe et de vérification par e-mail sont désactivées, car la gestion des
identifiants est gérée exclusivement via des flux de travail administratifs.

Cette configuration garantit que I'ensemble du processus de gestion des utilisateurs reste transparent,
tracable et cohérent dans tout le consortium. Toutes les demandes d'authentification sont traitées via
I'interface de connexion sécurisée de Keycloak, qui s'integre de maniere transparente avec les services
frontend et backend de CHASE. Le résultat est un flux de travail d'accés controlé et auditable qui prend
en charge le fonctionnement fiable de l'outil informatique CHASE dans un contexte multi-

organisationnel.

r’

3

Sign in to your account

Usemame or email

I.argyriob@ih"".l.gri

Password

Figure 2 : Page de connexion CHASE personnalisée intégrée avec Keycloak, qui fournit une authentification sécurisée pour les

utilisateurs enregistrés dans le realm CHASE

L'outil informatique CHASE est accessible aux utilisateurs autorisés via une interface web sécurisée
hébergée sous le domaine dédié du projet. L'accés est fourni via I'adresse suivante :

Ce point d'entrée sert de passerelle unifiée vers I'environnement CHASE, ou les organisations
partenaires peuvent se connecter en utilisant les identifiants qui leur sont attribués. Le domaine prend
en charge la communication cryptée (HTTPS) et se connecte directement au service d'authentification,

garantissant un accés sécurisé a toutes les fonctionnalités de la plateforme CHASE.

Co-funded by
the European Union
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https://chase-web.itml.space/

Mises a jour du backend et de la couche de données

Le livrable D3.3 -- CHASE Data Crawler & Data Repository a documenté |'implémentation de
l'infrastructure de données de base de I'outil informatique CHASE, y compris I'intégration du backend
basé sur contréleur (API CHASE), I'adoption d'OpenSearch* pour le stockage des données et I'utilisation
d'Apache Kafka® pour la messagerie en temps réel. Le livrable a défini les principaux flux de données
prenant en charge l'ingestion, I'analyse et la visualisation du contenu via les indices chase_posts,
chase_comments et chase_analytics, ainsi que leurs sujets Kafka correspondants. Ces composants ont
établi la base du traitement de données de bout en bout, de la récupération de contenu externe a
I'analytique de texte et a la visualisation.

S'appuyant sur cette architecture, la version finale de |'outil informatique CHASE introduit des
améliorations ciblées pour étendre les capacités analytiques et améliorer les performances du systeme.
Deux développements clés ont été implémentés :

1. un nouveau flux de travail de calcul de n-grammes avec des indices dédiés pour prendre en
charge la visualisation avancée

2. un mécanisme d'exécution asynchrone pour les services d'analytique de texte, permettant une
inférence plus rapide et plus efficace.

Les sous-sections suivantes décrivent ces mises a jour en détail.

Flux de travail de calcul de n-grammes

Pour activer la fonctionnalité de visualisation de n-grammes introduite dans le composant de
visualisation (Livrable D3.6 -- Composant de visualisation CHASE), un nouveau flux de travail de
traitement des données a été développé et intégré dans le backend de I'outil informatique CHASE. Ce
flux de travail fonctionne comme une tache planifiée qui extrait, traite et agrége périodiquement les
données textuelles de l'indice chase_comments pour générer des statistiques de n-grammes.

Deux nouveaux indices OpenSearch ont été ajoutés pour prendre en charge ce processus :

e chase_comments_ngram -- stockant les données de n-grammes agrégées avec des comptes de
fréquence.

e chase_comments_ngram_processed -- suivant I'état de traitement des commentaires pour
éviter la duplication.

Le flux de données pour le calcul des n-grammes suit un pipeline structuré et automatisé. La tache
s'exécute a intervalles prédéfinis (10 minutes). Chaque exécution détermine la fenétre temporelle a
traiter en vérifiant I'entrée la plus récente dans chase_comments_ngram_processed, ou utilise par
défaut le commentaire disponible le plus ancien s'il s'agit de la premiere exécution.

4 https://opensearch.org/
5 https://kafka.apache.org/
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Les commentaires dans la plage de dates sélectionnée sont récupérés par lots de dix. Pour chaque lot,
les commentaires précédemment traités sont filtrés en fonction de leurs identifiants enregistrés dans
chase_comments_ngram_processed.

Chaque commentaire non traité subit une normalisation, y compris la suppression des URL, des
caractéres spéciaux et des sauts de ligne. Le texte est tokenisé en mots, et les mots vides sont
supprimés.

En utilisant une méthode de fenétre glissante, tous les n-grammes possibles jusqu'a une longueur

spécifiée (configurée a cing mots) sont générés. Cela produit des séquences d'un a cing mots
consécutifs pour chaque commentaire.

Les n-grammes générés sont agrégés en mémoire pour le lot actuel. Les entrées en double, partageant
le méme texte, la méme date, la méme catégorie, la méme étiquette et la méme source de données,
voient leurs comptes de fréquence additionnés avant la persistance.

Les résultats agrégés sont insérés ou mis a jour dans chase_comments_ngram, soit en créant de
nouveaux enregistrements, soit en incrémentant les comptes de fréquence existants. Les identifiants
des commentaires traités et leurs dates sont ensuite enregistrés dans
chase_comments_ngram_processed.

Le processus se poursuit de maniére itérative sur toutes les pages dans la plage de dates sélectionnée,
puis fait une pause jusqu'a la prochaine exécution planifiée.

Cette conception modulaire garantit I'évolutivité et permet au composant de visualisation d'accéder a
des données de n-grammes continuellement mises a jour pour des affichages analytiques dynamiques.

Exécution asynchrone de l'analytique de texte

Le livrable D3.5 -- CHASE Real-Time Text Analyser a présenté l'implémentation du composant
d'analytique de texte responsable de la détection et de la classification du discours de haine de genre
au sein de l'outil informatique CHASE. Il a décrit deux modules analytiques principaux : un modéle de
classification binaire pour identifier le contenu haineux et un flux de travail agentique pour la détection
précise des modeles de discours de haine. Dans la version finale de la plateforme, ce composant a été
davantage optimisé pour améliorer la réactivité et I'évolutivité.

Pour y parvenir, I'exécution des deux modeles a été découplée et rendue asynchrone, permettant au
classificateur binaire plus rapide de fonctionner indépendamment de |'analyse agentique plus intensive
en calcul. Cette amélioration garantit que les résultats de classification sont disponibles en temps réel
tandis que I'analyse de modeles plus approfondie se poursuit en arriere-plan.

Le flux de travail mis a jour, décrit ci-dessous, préserve l'intégrité des données et la structure pilotée
par les messages introduite dans D3.3 tout en améliorant considérablement le débit et I'expérience
utilisateur.

Le flux de travail mis a jour fonctionne comme suit :

8

Funded by the European Union. Views and opinions expressed are however those of the author(s)
T Co-funded by only and do not necessarily reflect those of the European Union or European Commission.
S the European Union Neither the European Union nor the granting authority can be held responsible for them.

[Project Number: 101143159]




1. Le composant d'analytique de texte consomme les commentaires du sujet Kafka
chase_comments.

2. |l exécute d'abord le modeéle de classification binaire, identifiant si un commentaire contient
un discours de haine.

3. Les résultats de classification sont écrits dans le sujet Kafka chase_analytics.
4. Viale Storage Connector, ces résultats sont persistés dans l'indice OpenSearch chase_analytics.

5. Un service secondaire, hate_speech patterns_analytics, consomme indépendamment les
messages du sujet chase_analytics. Il effectue le flux de travail agentique pour détecter les
modeles de discours de haine précis, puis invoque les mises a jour des entrées correspondantes
dans l'indice chase_analytics.

Cette architecture asynchrone garantit que le flux de travail agentique plus lent ne bloque pas le
pipeline d'ingestion et de classification en temps réel. La séparation des deux modeles améliore le débit,
réduit la latence pour la génération d'alertes et fournit des mises a jour continues a l'indice analytique
au fur et a mesure que des analyses plus approfondies deviennent disponibles.

Intégration du tracage LLM

Pour améliorer la transparence, le débogage et |'évaluation des performances du composant
d'analytique de texte, le tragage LLM a été intégré dans l'outil informatique CHASE en utilisant
Langfuse®. Cet ajout fournit une observabilité détaillée des opérations des grands modeéles de langage
(LLM) impliguées dans le flux de travail agentique responsable de la détection des modéles de discours
de haine.

Langfuse est une plateforme d'observabilité et d'analytique open source spécialement concue pour les
applications alimentées par de grands modeles de langage. Elle permet un tracage détaillé de chaque
interaction de modeéle, capturant des métadonnées structurées telles que le texte de prompt, la sortie
de complétion, la latence, les métriques de co(t et les relations d'appel hiérarchiques entre différentes
étapes d'un flux de travail agentique. En agrégeant ces traces en temps réel, Langfuse fournit aux
développeurs et chercheurs une interface unifiée pour analyser les performances, identifier les goulots
d'étranglement de prompt et valider le comportement du modele sur de gros volumes d'exécutions.

Dans le déploiement CHASE, Langfuse est connecté au flux de travail agentique de détection des
modeles de discours de haine au sein du service d'analytique de texte. Chaque invocation du flux de
travail (exécutée par le module chase_agent) est automatiquement enregistrée comme une trace. Une
trace correspond a une exécution analytique compléte du pipeline agentique pour une publication ou
un commentaire donné et inclut plusieurs sous-spans représentant les appels LLM impliqués dans
chaque étape de raisonnement (par exemple, résumé de texte, classification de modele, validation).
Pour chaque sous-span, Langfuse enregistre la durée, le nombre de tokens et |'état de I'opération. Cette

® https://langfuse.com/
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journalisation précise permet la corrélation entre les caractéristiques d'entrée, les performances du

modele et la fiabilité de la sortie.

La Figure 3 montre le Tableau de bord de tracage de Langfuse, qui fournit une vue agrégée des
exécutions récentes. Chaque ligne du tableau représente une seule trace enregistrée pour le flux de
travail chase_agent. Outre les horodatages, les identifiants utilisateur et les balises organisationnelles,
le tableau de bord affiche des indicateurs de performance quantitatifs incluant la latence (temps
d'exécution par exécution), I'utilisation des tokens (entrée/sortie et total) et le colt estimé de chaque
opération. Cette interface permet a I'équipe technique de surveiller le débit et les tendances de
performance au fil du temps.

Y Langfuse v3i06.1055 [ chase v ./ chase-deployment-test v
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Figure 3 : Tableau de bord de suivi Langfuse montrant les exécutions récentes du workflow agentique CHASE

La Figure 4 présente une vue détaillée d'une trace spécifique. Le panneau de gauche visualise le graphe
d'exécution hiérarchique, ou chaque nceud représente un appel LLM distinct correspondant aux étapes
du processus agentique (par exemple, summarize_post, classify category, evaluate_classification). Le
panneau central liste les métriques détaillées pour chaque appel, y compris la latence et le nombre de
tokens, tandis que le panneau de droite affiche I'entrée et la sortie structurées du modele. Le bas de la
vue comprend un diagramme de flux de processus illustrant la progression logique de I'initialisation a
travers les étapes de raisonnement intermédiaires jusqu'a I'achévement.

Grace a cette intégration, I'outil informatique CHASE prend désormais en charge une surveillance
complete des processus basés sur LLM. Les développeurs peuvent examiner les exécutions historiques,
mesurer les tendances de performance et corréler des prompts spécifiques avec des résultats
analytiques. Cette fonctionnalité renforce la fiabilité et la maintenabilité du composant d'analytique de
texte en garantissant que toutes les opérations pilotées par modéle sont transparentes, mesurables et
continuellement vérifiables pendant les phases de développement et d'opération pilote.
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Figure 4 : Visualisation détaillée d'une trace Langfuse représentant une exécution du workflow agentique CHASE. La
visualisation met en évidence le cheminement de raisonnement interne du modéle et les sorties analytiques correspondantes

Conclusion

L'achevement de ce livrable marque la finalisation de I'outil informatique CHASE en tant que plateforme
compléte et entierement intégrée. A travers des étapes de développement successives, chaque
composant a été affiné, connecté et validé pour assurer un fonctionnement cohérent et un alignement
avec les objectifs du projet.

Le résultat est une solution stable et fonctionnelle qui combine automatisation, interprétabilité et
accessibilité dans un cadre unifié.

Cette étape conclut les activités de développement technique du WP3 et prépare le terrain pour
I'évaluation et la validation de l'outil informatique CHASE pendant la phase pilote. Les retours
d'expérience de |'utilisation en conditions réelles guideront les derniers perfectionnements et
soutiendront la durabilité a long terme de la plateforme au-dela de la durée de vie du projet.
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NepiAnyn

To napov gyypado mapouolalel TNV TeAkn €kdoon Tou EpyaAeiou MAnpodopikig CHASE (CHASE ICT
Tool), To onolo avantuxBnke oto mAaiolo tou Makétou Epyaciag 3 (WP3) — TexvoAoyikad 2tolxela kat
MAatdoppa CHASE.

Baolopévo oTlg TeXVIKEG TipodlaypadEs Kol TIC oTaOLOKEC UAOTIOLACELG TIOU Teplypddnkav o€
nponyoupeva mapadotea (D3.1, D3.3, D3.5 kat D3.6), n mapolca avadopd CUYKEVIPWVEL TNV TTARPN
Kal avomtuypevn ekdoxr tou cuotnuatog CHASE kol cuvolilel Tig mAéov MPOohOTEG TEXVIKEC
BeATiwoelg Tou 0brynoayv otny TANPN EMXELPNOLAKT TOU ETOLUOTNTA.

Me TIG CUYKEKPLUEVEG BeATLoTomoLOELS, To epyaleio CHASE ICT ¢tavel oTo TANPES AELTOUPYLIKO TOU
SUVALKO, €TOlUO Yyl THAOTIKN edbapuoyn kot emPefalwon o MPAyUATIKEC CUVONKEC amod Toug
€TAipoUC TOU €pyou. AVIUTPOOWTEVEL TN CUYKEVTPWON OAWV TWV TEXVOAOYLKWY EMITELYUATWY Tou WP3
Kal BETeL €va Loyupo BepéALo yLa TN LEAAOVTIKN ETIXELPNOLaKT aflomoinon Kat BLwolpdTnTa Tou.
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Elcaywyn

2toxo¢ tou NMapadotéou

To mapov napadoTéo MapoucLAleL TNV TEALKN, OAOKANPWHEVN KAl AELTOUpYLKN €kdoon Tou epyaAsiou
mAnpodoptkic CHASE (CHASE ICT tool). Meplypddel To cUOTNUA OTNV TEALKT TOU Hopdn kal cuvo{lel
TIC TEAEUTALEG EVNUEPWOELG KAl BEATLWOELG TTOU €XOUV UAOTIOLN BEL.

To éyypado ETUKEVIPWVETOL O TPELC PACLKEC TTUXEC:

e TNV OAOKAPWON KOL €VOTOINGCN TWV ETILUEPOUS OTOlKElwY TNG MAaTdOpUag o€ €va eviaio
Aettoupy ko meptBaMov tou umootnpilel mpoofacn kat aAAnAenidpacn moAAamiwy etalpwy,

e TNV teAkn Stapdpdwaon kal Staxelplon TN mpooacng TwWy XpnoTwy,

®  KOLTIG Lo TipOodaTEC BEATIWOELG OTLG poéC Sedouévwy Kal avaAuonc, mou €xouv avarmtuyBel
He otoxo tn BeAtiwon Tng onTikomoinong Kat TG AVAAUTIKAG avTamokpLong.

YUVOALKQ, TO TtapoV yypado AelToupyel we N TEALKN TEXVIKA avadopd Tou Makétou Epyaociac 3 (WP3),
anodelkviovtag otL to gpyaAeio CHASE ICT €xel emituxel To emBuuntod eminmedo oAokANpwaong Kal
ETOLUOTNTOC YLA ETUKUPWON KATa TN $Acn Tou MAOTIKOU TTPOoYPAUUATOC.

Aopn tou mapovrog Eyypadou
H umoAournn Sopr Tou eyypadou Exel we ENC:

e HEvétnta 2 meplypddel TNV MPOCEYYLON TIOU Xpnotuomnol)Bnke yia tn Staxelplon tng
Mpoofacng Kal TNG TAUTOTIOINONG TWV XPNOTWY UETAEY TWV 0PYAVICUWV-ETALPWV.

e H Evotnta 3 MapoucLdlel TIG TILO TTPOOhATEG PEATIWOELG OTIC ECWTEPLKESG POEC AELTOUPYLOC TOU
OUOTNHATOG.
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EMLOKOMNON TOU avaItTtUyHEVOU TiepLBAaAAovtog tTng mAathOoppag
CHASE

H teAwkr) ékboon tou epyaieiou CHASE ICT €xel avamtuxBel mARpwG o€ éva amokAELoTIKO cluster
Kubernetes (K8s)?, to oroio dplofeveital otig urtodopég ¢ ITML (Information Technology for Market
Leadership). K&Be unnpeoia éxel avartuxBel wg container (containerized) xpnowlomnowwvtag Docker?.

H OUYKEKPLUEVN QPXLTEKTOVIKH TIAPEXEL €va AOPOAEG, EAEYXOLEVO KAl EMEKTACLUO TEPLBAAAOV
EKTEAEONG, TO OTOIO ETUTPEMEL AETTOUEPH AELTOUPYIKO €Aeyxo. ‘'OAa T CUOTOTIKA TOU OUOCTAUATOC
gxouv avantuxBel wg containers kal dlaxelpilovtal uecw Kubernetes.

To cluster €xel puBULOTEL WOTE VA EVOPXNOTPWVEL TNV AVATITUEN, TNV KALLAKwaoN Kal tn Staxeiplon tou
KUKAOU TWNAG TWV UTINPECLWV pPéow OnAWTIKwY (manifests). KaBe ouviotwoa avamtuoosTal w¢
Eexwplotd Kubernetes pod, to omolo opadomoleital o€ namespaces mou OVTLOTOLXOUV oTa KupLla
umocuoThuata Tou epyaieiouv CHASE.

OL unnpecieg mou dlatnpouv katdotaon (stateful services), énwg to OpenSearch kol to Keycloak,
xpnolornololv Persistent Volumes (PVs) yia va Stacdaiilouv ) dlatnpnon Twv dedouévwy Kata
SlapKela emaveKKIVAoEwY N avaBabuicewy.

Ol Ingress controllers ekBétouv povo ta anapaitnta dnuoola onueia mpocBacng (omwg to CHASE web
interface xaL to Keycloak authentication portal) péow HTTPS, evw n €0WTEPLKA ETIKOWVWVIA LeTOEY
UTINPECLWV TIAPAUEVEL TIEPLOPLOHEVN OTO WOLWTIKO SikTuo Tou cluster.

H emikowwvia petafd Twy emipépoug otolxeiwyv tou CHASE Baociletal os cuvduaoud REST APIs kat
aouyxpovng pong yeyovotwy (event streaming) péow Apache Kafka. Ma tnv aoddiela autol Tou
eTunédou emkovwviag éxel vorownOetl mutual TLS (MTLS)? petafl twv Kafka producers kaw consumers,
eEaodaAilovtag TO0O TNV EUTLOTEUTIKOTNTA TWV UNVUUATWY 000 KOl ToV apolBalo EAeyxo TaUTOTNTAG.
Me autdv TOV TPOTO, HOVO QaELOTILOTEC UTNPecieq evtog tou Kubernetes cluster pmopoUv va
SNUocLlelouV N Va KATAVOAWVOUV YEYOVOTQ, EVIOXUOVTOC TN OUVOALKN aodAAELD TN TTAATDOPLAG.

H ouvexng mapakoAouBnaon Tou avamTuyUEVOU TEPIBAANOVTOC ETITUYXAVETAL HECW Kubernetes health
probes, eCWTEPIKWV LnXovIopwV kataypadnic (logging mechanisms) kaw OpenSearch dashboards. Auth
n Slaudpdwon TOpEXEL OE TPAYHATIKO XPOVO OpaTOTNTA, EyKalpn avixveuon odpaApdtwy Kot
amAormolnpévn dladikacia cuvtipnonc.

2TNV TEAKN, TTOPAYWYLKA ETOLUN Hopdn Tou, To epyaieio CHASE ICT Aettoupyel wg €va CUVEKTIKO Kal
OAOKANPWUEVO CUOTNUA, TO OTIOl0 EVOWHATWVEL OAA Ta Bacikd Tou otolxela oe éva eviaio, aodaléc
Kal ouvtnpnotpo meplBaiiov, umootnpilovtag MARPWCE TN pon emonTtelas Kal avaluong mou 0piloTnKe
oto MNakéto Epyaoiag 3.

! https://kubernetes.io/
2 https://www.docker.com/
3 https://en.wikipedia.org/wiki/Transport_Layer_Security
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Awadikaoio AuBevtikomnoinong Kat Ataxeipiong Xpnotwv

H vlomoinon tng dtadikaciag aubevtikomoinong xpnotwy Kal EAEyxou npooPBacng otny Tehkn ékdoon
Tou epyaAeiou CHASE ICT akohouBel tn puBuion mou elxe apxka neplypadel oto MNapadotéo D3.1 —
Technical Specifications, 6TOU TTAPOUGLACTNKE yLla TPWTN Gopd n evowpdtwon Tou Keycloak wg AUon
Identity and Access Management (IAM).

TNV TeAn autn ekdoxn, To Keycloak €xel evowpatwBel MARPWE 0TO avamtuyuévo mepBAAiov Kat

AelToupyel W TO KEVIPLIKO ONUElo €L0060U ylow TNV auBevtikomolnon katl tnv efouolodotnon Twv
XPNOTWV EVTOC TNC MAaThopag CHASE.

H Slaxeiplon Twv xpnotwv mpaypatonole(tal aneuBeiag LEow ¢ Kovoolag Slaxeipliong Tou Keycloak,
N ormola €eMITPEMEL OTOUC OLAXEIPLOTEC TOU CUOTAMATOC va SnNELoUPYoUV, EVNUEPWVOUV KOl
QTTEVEPYOTIOLOUV AOYAPLOCHOUG XpNOTWY, KaBwE Kal va Toug avaBeTouy mpokaboplopévoug poAouc.

To Keycloak Aettoupyel oe éva el0ka Slapopdwpévo realm pe to ovoua “chase”, to omolo
mieptAapBavel 6GAoUG Toug eVEPYOUC XPHOTEC, TOUG TEAATEG (clients) Kal TG TIOALTIKEC TTou oXeTilovTal e
To gpyaieio. Exouv pubuiotei SUo Baotkeg edpappoyeg-ieAateg (application clients):

e chase-client — avtutpoownelel tnv Stadiktuakn epappoyr) tou CHASE Kol xpnoLUOTIOLETAL
yla TV auBevTikomolnon xpnotwy Hecw OpenlD Connect.

e chase-system-client — avtutpoownelel TNV ECWTEPLKT EMIKOWVWV{O TOU CUCTHUATOG UETAEY
TWV untnpeoLwv backend kat tou emmédou aubevtikomoinong.

H Stadwkaoia eyypadnc xpnotwy yla tnv mAatdopua CHASE cuvtovioTnke KEVIPIKA Ao TNV TEXVLKN
oudada g ITML (Information Technology for Market Leadership). K&Be opyavioudg-etaipog kAndnke
va apéxeL Ta akolouBa otolyeia yia kABe dtopo mou xpelaldtay npocPfacn oto epyaisio:

e ‘Ovopa

e 'Ovopa ypnotn (Username)

o Kwbikod mpooBaong (Password)
e Ovopacia opyaviouou

AdoU cuMEXBnkav Ta Sedopéva auTd, ol SLAXELPLOTEC TOU cuOTHUATOC Snuloupynoav oto Keycloak
lia Eexwplotr opada (group) yla kaBe opyaviouo Tou €pyou (L. ITML, Proto Thema, MDIG, CESIE,
WAN-IFRA k.A1t.). KaBe Aoyaplacpog xpnotn dnuoupyndnke xewpokivnta evtog Tou chase realm xal
avaTtéBnKe 0T OXETIKN OpyavWTIKA opada.

H opadomoinpévn autn doun e€acdalilel 6Tl ol Aoyaplacuol xpnotwyv cuvdEovTtal e cadr] TPOMO UE
TOV 0pYQVLOWO TOUG Kat SLleuKOAUVEL TN Slaxeiplon moAamAwy etaipwy o€ éva eviaio meptBAAov.
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¢ Groups > Group details

Organizations Action

Childgroups | Members | Attributes | Role mapping ~ Admin events

Q, Filter groups > & Refresh 1-9 -

Group name
AlphaCyprus

CESIE

oogogoooooda

Figure 1: Ouadec opyaviouwv-etaipwy ou opilovrat oto CHASE Keycloak realm.

H eyypadn xpnotwv dev elval avolktn og autopatn auto-syypadn (self-signup). OloL oL Aoyaplacpot
SnuioupyolvTal KOl EVEPYOTIOLOUVTOL OTTOKAELOTIKA QO TOUC OLAXELPLOTEC, TIPOKELUEVOU VOl
Slatnpeltal o mANPNg €leyxog ¢ mpooPfacng oto cuoTnUa Kat va eEacpaliletal emalnBbevaoiun
ouvdeaon kaBe XpryoTN UE TOV OPYAVIOHO TOU.

Ot Aettoupyieg emavadopdc kwdlkol mpocPBaonc (password reset) kol emiBefaiwong NAEKTPOVIKAG
bdlevBuvaong (email verification) elval amevepyormolnpéveg, kabwg n Slaxelpon twv dlamioteutnplwy
TIPAYHLATOTOLE(TAL ATIOKAELOTIKA LEOW SLOKNTIKWY SLAdIKACLWV.

H Slapopdwon auth etaodaAilel otL n ouvoAikny dladilkacla Slaxeiplong Xpnotwyv TAPAUEVEL
dladavng, xvnAAoLUN Kal CUVETIAG O OAO TO €TAlplkO oxNua. Ola ta atthpata avBevtikomnolnong
Slekmepalwvovtal péow TnG aodarouc Slemadng cuvdeong Tou Keycloak, n omola €xel evowpatwBel
TANPwG t6o0 oto frontend 6co kal oto backend tou CHASE (Figure 2). To amotéleopa sival pia
EAEYXOUEVN KOL KATOYEYPAUUEVN por Tpoofacng mou efacdalilel aflomiotn AslToupyla Tou
epyalelou CHASE ICT og meptBAAOV MTOAATTAWY OpYAVICUWV.
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3

Sign in to your account

Usemarme or email

I.argyriob@ih'“.l.gri

Figure 2: NMpooapuoougvn oeAida auvdeonc tou CHASE evowuatwuévn ue to Keycloak, n orola mapeyet aopaln
TILOTOTIONON VLo EYYEYPOAUUEVOUC XPrOTEC EVTOC Tou CHASE realm..

To epyaleio (CHASE ICT Tool) eival mpooBdoipo o £€0UcLoS0TNUEVOUC XPNOTEG LECW ULAG
aodarouc Stadiktuakng Slemadnc, n onola dlhoteveital oTto amokAeloTIkd domain yLa TG AVAYKES
TOU €pyou:

To ouykekplévo onpeio el0odou Aettoupyel wg eviaia UAN mpog to eptBaAov CHASE, émou ot
ETALPOL TOU €pyoU UmopoUV va cuvdeBoUV XpNOLUOTIOLWVTAG Ta SLATILOTEUTHPLA TTIOU TOUG £XOUV
avateBel. O Topéag umootnpilel kpumtoypadnuevn emkolvwvia (HTTPS) kal cuvbéetal aneuBelag pe
Vv unnpeoia auBevtikomoinong, e¢aodaiiloviag achaln mpocBacn oe OAEC TIG AELTOUPYIEC TNG
mAatdoppag CHASE.
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https://chase-web.itml.space/

Evnuepwoelg oto Backend kat oto Emtinedo
AcedopEvwv

To Napadotéo D3.3 — CHASE Data Crawler & Data Repository texpunpiwoe tnv uAonoinon tng Bacikng
urntodopng dedopévwy tou epyaielou CHASE ICT, oupmeplapPBavopévng tnG EVOWHATWONG TOU
backend eheyktry (controller-based backend — CHASE APIs), tng xprionc tou OpenSearch* yia
amoBnkevon dsdopévwy, Kabwe kal tne afonoinone tou Apache Kafka® ywa pory UnvUpdtwy o€
TIPAYLLATIKO XpOvo (real-time messaging).

To ev Aoyw mapadotéo kaBoploe TIG KUPLEG poéc Sedopévwy mou umootnpllouv tn oculoyn
TIEPLEXOLLEVOUL, TNV avAAucon Kal TNV ormtikonolinon, péow twv indices chase posts, chase_comments
kal chase_analytics, kaBwg kal twv avtiotolywv Kafka topics. Ta otolxela autd anotéAecay 1o BeUéALo
yla tTnv oAokAnpwpévn pon emnefepyaciag SeSopévwy — amo TNV eEWTEPLKT AVAKTNON TIEPLEXOUEVOU
€WC TNV AVAAUCN KELWEVOU KOL TNV OTELKOVLON TWV ATMOTEAECUATWVY.

Me Bdon auth TNV OpXLTEKTOVIKA, N TeAKN €kdoon tou epyaAeiou CHASE ICT €l0GyeL OTOXEULEVES
BeATIWOELG TIOU €MEKTEIVOUV TIC QVOAAUTIKEG OSuvatdtnteC kol PeAtwwvouv Tnv amodoon Tou
ouoTAuaTod. YAomotBnkav §U0 Baclkég avamtuieLc:

1. Muw véa por umoloylopol n-gram pe eldka indices mou umootnpilouv TPONYUEVEG
SuvatoTnTEG OmTIKoTolNoNG.

2. 'Evag punxaviopog aclyxpovng eKTEAEONC TWV UTINPECLWV OVAALONC KELUEVOU (text analytics
services), TIou ETUTPETEL TAXVUTEPN KAL TILO AOSOTIKA e€aywyr CUUMEPACUATWY (inference).

Ol akdAouBeC UTIOEVOTNTEC TIEPLYPADPOUV AVAAUTIKA TIC CUYKEKPLUEVEC EVNUEPWOELC.

Pon YmoAoywopoU N-gram

Ma TNV umooTtnPLEn NG AELTOUPYLIKOTNTAC OTTIKOMOiNoNG n-gram, n omola €onxBn oto otolxeio
omtikomoinong tou épyou (Deliverable D3.6 — CHASE Visualization Component), avamtixBnke kat
evowpatwinke pa véa pon enefepyaociog Sedopévwy oto backend Tou epyaieiou CHASE.

H pon auth ekteheltal wg mpoypappotiopévn Stepyaoia (scheduled task) mou meplodikd e€ayel,
enefepyaleTal kol ouykevtpwvel Sedopéva Kelpévou amod To index chase_comments, e okomo Tn
Snuloupyla oTATLOTIKWY N-gram.

Na v unootnpn ¢ OSwadkaciag, mpootébnkav OSVo  véa  OpenSearch indices:
e chase_comments_ngram — amoBnkeVUel CUYKEVTPWTIKA SeSopéva n-gram pe HETPNOELS CUXVOTNTAC.
e chase_comments_ngram_processed — mapakoAouBel Tnv katdotaon enefepyaciag Twv oxoAlwy,
woTte va amodelyeTal n SumAR enetepyaoia.

H pon dedopévwy yla Tov UTIOAOYLOUO TwV n-gram akoAouBel pla SopnUEVN KAl QUTOATOTIOUNUEVN
Sdladikacia. H dlepyacia ektedeital oe mpokaboplopéva xpovikd dlaotuata (ava 10 Aemtd). 2e kabe
EKTENEDN, TPOOOLOPITEL TO XPOVIKO EUPOC TIPOC EMetepyania, EAEYXOVTAC TNV TILO TTPOOPHATN KATAXWPLON
oto chase_comments_ngram_processed 1, Qv €lval n MPWIN eKTEAEON, £eKVA Ao TO MOAALOTEPO
Slabéatuo oxoAlo.

Ta oxoAla oto eMAEYUEVO XPOVIKO SlACTNUA avaKTwvTal o opddeg Twy Oéka. MNa kdbe opada, ta
OoXOAla IOV €xouv AN emetepyaotel dpATpapovtal Bacel Twv /DS TOUC TIoU €xouv Kataypadel oto
chase_comments_ngram processed.

4 https://opensearch.org/
5 https://kafka.apache.org/
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KaBe véo oxohlo umofarietal oe Sladkaoia normalization, cuunep\apBavopévng tne adaipeong
URLs, €l81KWwV XOpaKTNPWY Kal aAAaywyv ypapunc. To kelpevo xwpiletal og Aé€elg (tokenization), kal
adatlpouvtal oL stop words.

Me tn péBobo sliding window, mapdyovtat OAa ta Bavad N-grams €we éva CUYKEKPLUEVO KOG (LEXPL
mévte A&€elg, omwe €xel kaboplotel oTig pubuicelg). Etol Snuoupyouvtol akolouBieg amod pia €wg
miévte SLadoYIKEC AEEELG yLa KABe aXOALO.

To mapaySpeva n-grams GUYKEVTPWVOVTOL TIPOCSWPLVA 0T VAN YL TNV TPEXOUTA OpAda. ATTAOTUTIEC
EYYPADEG, UE KOLVO KE(LEVO, NUEPOUNVLA, KATNYOPLa, ETIKETA KaL TNy 6eSOUEVWY, CUYXWVEVOVTAL UE
abpolon Twv PETPACEWY CUXVOTNTAC TTPLY TNV amoBrkeuon.

Ta  OUYKEVIPWTIKA  OMOTEAECHATA  evnupeEpwvVouvV  (UECw  upsert  operations) To  index
chase_comments_ngram, eite Snuloupywvtag Véeg eyypadeg elte auavoviag TIC UMAPYOUOEG
LETPAOELS oLXVOTNTAC. Ta /Ds Twv enMefepyaopévwyY OXOA WY Kal Ol aVTIOTOLXEC NUEPOUNVIEC TOUG
kataypddovtal oto chase_comments_ngram_processed.

H dtadikaoia ocuvexiletal emavaAnmtikad yla oha ta Slabéotua xpovikd mapdBupa Kol O0Tn CUVEXELX
t{Betal oe mavon Ewg TNV EMOUEVN TIPOYPAUUATIOUEVN EKTEAEDN.

H apBpwth (modular) autr oxeblaon efaocdaAilel emekTAcUOTNTO KOL ETUTPEMEL OTO OTOLXE(O
omtikomoinong va éxeL cuveyn MPOcPBacn oe evUEPWHEVD SESOUEVA N-gram yLo SUVALLKEG AVAAUTIKEG
QTELKOVIOELG.

Aocuyxpovn EktéAeon Avaluvong Ketpévou

To Napadotéo D3.5 — CHASE Real-Time Text Analyser mapouciace tnv UAomoinon tou otolxelou
avaiuong kelpévou (text analytics component) mou elval umeVBUVO yla TOV EVIOTIOWO KAl TNV
taglvounon dladiktuakol Aoyou picoug ue Baon to duAo (gender-based hate speech) oto epyaleio
CHASE.

270 v Aoyw mapadoTéo meplypadnkav U0 KUPLEG AVAAUTIKES EVOTNTEC:
1. ‘Eva 6uadikd povtédo tafwvounong (binary classification model) ylwa Tnv avayvwplon
TieplEXOpEVOU pioouc.
2. 'Eva agentic workflow yla tnv mio Aemtopepr) avaAuon Kal avixveuon TPOTUTIWV PNTOPLKAC
ulooug.

JTnv TeAkn €kdoon tng mMAatdOpUag, To oTolxelo autd €xel BeAtioTomolnBel Mepaltépw WOTE va
BeAtiwOel n amokpLon Kal n EMEKTACLLLOTNTO TOU CUCTHATOC.

Ma tnv enitevén Tou oTOXOU AUTOU, N ekTEAEoN Twv SUO PoVTEAWV €xel amoouvSebel kal Kataotel
aouyxXpovn, ETLTPEMOVTOC OTO TaxUTePo Suadlkd HOVTEAD va AelToupyel aveédptnTta amod TtV Tio
QTALTNTIKR, O LTIOAOYLOTIKOUG TIOPOUC, agentic analysis.

Autn n BeAtiwon eCaodaiilel OTL Ta amoteAéopaTa TNG Tafvopnong ival Slabeoua o TPaAYUATIKO
XPOVo, evw N Babutepn avaAucn TwV MPOTUTIWY PNTOPLKAG UloouG eKTEAE(TAL OTO MAPACKAVLO.

H avaBabulopévn por|, Tou epLypAPETAL TTAPAKATW, SlaTtnPel TNV aKePALOTNTA TWY SES0UEVWY KaL TN
doun mou Baoiletal ce unvupata (message-driven structure) onmw¢ kabopiotnke oto D3.3, evw
mapAAnAa BEATUOVEL CNUAVTIKA TOV pUBUO emefepyaciag Kal TNV EUTELpla TOU XPAOTN.

H evnuepwpévn pon Aettoupyel wg e€nc:
1. To otowelo Text Analytics katavaAwvel oxoAla amno to Kafka topic chase_comments.
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2. Extelel mpwta to SUuadikd LOVTEAO TAEVOUNONG, TO OTolo eVIOTileL €AV €va GXOALO TTEPLEXEL

Aoyo pioouc.

Ta anoteAéopata ¢ Taflvounong anooté ovtal oto Kafka topic chase_analytics.

4. Méow Ttou Storage Connector, to amoteAéocuato amobnkevovtal oto OpenSearch index
chase_analytics.

5. Mia O&eutepevouca umnpeoia, pe ovopa hate_speech_patterns_analytics, katavalwvel
avefaptnta ta unvupata and to chase_analytics topic. Extehel To agentic workflow yla tov
EVTOTUOUO AETITOUEP WY TIPOTUTIWY PNTOPLKAC UIOOUC KaL EVNEPWVEL TIG AVTIOTOLXEC EYYPADEC
oto index chase_analytics.

w

H aclyxpovn autr apyltektovikn e€aodaiilel 6Tl To o apyo agentic workflow Sev emiBpadiuvel Tnv
KUpLa pon ELoayWYNS Kal Tavounong 6e5oUévwy g TIPAYUOTIKO XPOVO.

O SlaxwpLopog Twv Vo HovTEAwY BeATIwVEL TN SLEKTEPOLWTIKA Wavotnta (throughput), pewvet tn
xpovikn kaBuotépnon (latency) katd tn Snuloupyla eLOOTIOLCEWY KAl ETUTPETEL CUVEXN EVNUEPWON
ToU analytics index KaBWC TPOKUTITOUV VEQ, TILO AETTOUEPH AMOTEAEOUATA AvVAAUONG.

Evowpdatwon Avixvevong LLM (LLM Tracing)

MNa tnv evioxuon tng OSladadvelag, Tng mapakohouBbnong amddoong kat Tng SleukoAuvang
arnoadpaApdtwong Tou otolxelou text analytics, evowpatwBnke oto epyaleio CHASE ICT n Suvatotnta
LLM tracing, péow tn¢ matdopuac Langfuse®.

H A£ITOUPYIKOTNTA QUTH ETUTPETIEL AETITOLEPH TTapakoAoUBNoN Twv AelToupyLwy Tou Large Language
Model (LLM) tou cUPLETEXEL OTO agentic workflow yla tnv aviyveuon MpoTUMwy pNToPLKAG Ulooug pe
Bdon to dVAo (gendered hate-speech pattern detection).

To Langfuse elval pla avolxtou kwdika mAatdopua mapatnpnooTnTag kat availuong (open-source
observability and analytics platform), oxebloopévn 0K yla ePOPUOYEC TIOU OELOTIOLOUV UEYAAQ
YAWOoOLKA povtéAa. Mapéxel Suvatdtnta avaluTikng kataypadnc kaBs aAnAemidpacong e TO LOVTEND,
oUuMéyovtag Sounuéva petadedopéva, Omwe:

e TO prompt text,

e TO completion output,

e 1N latency,

e  TQ cost metrics, Kol

e TG LEPUPXIKEG OXEOELC KANoewv (hierarchical call relationships) PeTafl Twv SlabopeTKWY

otadlwv evog agentic workflow.

Me TV TPayUaTIKOU XpOVOU CUYKEVTPWON QUTWV TWV traces, To Langfuse TopEXEL GTOUG TEXVLKOUG Kal
EPELVNTEC €va  evomolnpévo TePLBaAAov  mapakoAouBnong kat oavaiucong Tng amodoong,
SLEVKOAUVOVTAC TOV EVTOTILOUO KABUOTEPHOEWY OTA prompts Kal TNV enainBeuon g cuunepldopdg
TOU HOVTEAOU O€ EYANO OYKO EKTEAECEWV.

Y10 mepLBaArrov avamtuéng tou CHASE, To Langfuse €xeL ouvdeBel pe to agentic workflow avaiuong
TIPOTUTIWV PNTOPLKAG LIOOUC, TTOU AELTOUPYEL EVTIOG TNC uTtnpeaoiag text analytics. KaBe ektéAeon auTng
NG PONG, TTOU TpayaToToLE(Tal LEOW TOU chase_agent module, kataypadetal autopata wg trace.
KaBe trace avtiotolxel oe pia mANnpn ektélecn ¢ avaluTikng Sladikaciag ylo €va GUYKEKPLUEVO
dnuoaoieupa i oxoAlo kat ephapBavet moAhamAd sub-spans, SnAadn empépouc Bripata cUAOYLOLOU
Tou LLM (T. text summarization, pattern classification, validation).

® https://langfuse.com/
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Ma kaBe sub-span, to Langfuse koataypadel tn SLdpkela ektéleonc (duration), Tov apiBud tokens, kat
™V Kataotaon oAokARpwong (status). Autr n AemTopepnC Kataypadr) EMITPEMEL T CUOYETLON UETALY
XOPOKTNPLOTIKWY L0060V, amodoong povtéAou kat aglormiotiag e€odou.

To Zyxnua 3 mapouotdlet tov Mivaka Avixveuong Langfuse (Langfuse Tracing Dashboard), o omnoiog
TIPOODEPEL GUYKEVTPWTLKI TIPOBOAN TWV TILO TIPOCHATWY EKTEAECEWY TNG PONG chase_agent.

KaBe ypappr otov mivaka avtimpoowmneVeL éva trace mou €xeL kataypadel yia To agentic workflow tou
CHASE.

Mépa amd ta timestamps, ta user identifiers koL ta organizational tags, o mivakag epdavilel mToooTKa
otolyela anodoong, Omwc:

e latency (xpovog exktéleonc ava avaAuaon),

e token usage (elopor, ekpon kal cuvoAlka tokens), kal

e estimated cost (exTlpwpeVO KOOTOC Aettoupylag).

H Slemadn emutpénel otny TexVIkA opada va mapakolouBel Tnv amoddoon, va cuyKpivel EKTEAETELG Kl
va evtomilel Tuxov amokAioelg N mpoPAnuata o BadBog xpovou.

Y Langfuse v3i06.1055 [ chase v ./ chase-deployment-test v
a .
Q Goto. Tracing
@ Home Traces Observations
08 Dashboards
. Q r IDs / Names All time Env dafault Filters Table View 0 Columns 12/26 B8 &
Timestamp ¥ Name Tags User Input Output Latency Tokens Total Cost &
EE T
racing €1 20251010 12464 © Jorganizations/ITML  asiafakas
@ sessions o © Jorganizstions/TML _ asitakas 1
& Users o7 2 © forganizations/ITML ost o]
Yy 2 © forganizations/ITML  asiafakas
i 2 Jorganizations/ITML  asiafaas
@ Prompts © rory
Yy 2 © forganizations/ITML  asiafakas
>_ Playground
¥ 2 © jorganizations/ITML st st ot o)
« ! © sorganizations/TML  asiafakas jost": In just 9 months, Preside 191
Scores [ © forganizations/ITML  asiafakas 1
Q UM-as-a-Judge o 2 © jorganizations/ITML  asiafakas ost*: “In just ¢ = o)
%] Human Annotation j+d © forganizations/ITML  asiafakas 1
8 Dataset g © jorganizationsTML ¢ 190~
W © forganizations/ITML 1
Star Langfuse X - Y7 2025101012153 chase.agent G jorganizations/ITML  asiafakas o5t "In just 9 months, President Tramp has st 430 S48 Fsesa @ 3005130 v
4 >

4 Lampros Argyriou
A lagyriougitmlgr Rows per page 50 Page 1 of 10 > o»

Figure 3: lMivakac Tracing Tou Langfuse mou eu@avilel mpOoQATEC EKTEAETELC TNC TTPAKTOPLKNG PONG EpyACLWY (agentic
workflow) tou CHASE..

To ZxAua 4 mMapoucLAlel ia avaAuTIKA IPOROAL eVOC CUYKEKPLUEVOU trace.

e 2TO aplOTEPS TUNAMA, amelkovileTal To LEPAPXIKO ypddnua ektéAeong (hierarchical execution
graph), omou kaBe koupog aviimpoownevel pia Eexwplotn kKAnon LLM mou avtlotolel o€
otadlo Tng avaiuong (T.x. summarize_post, classify_category, evaluate_classification).

e  JTO KEVIPLKO TUAMQ, epdavilovtal avaAUTIKA OTATLOTIKA yia KaBe kKAnon, onwg n latency kat o
aplBuoG tokens.

e 310 6&€16 TpNAMa, mapovotdlovtal o Sopnuéva Sedopéva elodSou Kal e€E660U TOU HOVTEAOU.

2T0 KATW PEPOC Tou Tiivaka epdaviletal éva Slaypappa pong dtadikaoiag (process flow diagram) mou
amelkoviZel T Aoyikr akohouBia amo tnv apylkomnoinon éwg ta evlapeca Brpota cUAAOYLoUOU Kal
TNV TeALKr €€0bo0.

Méow QUTAG TNG EVOWHATWONG, To epyaAeio CHASE ICT umootnpilel mAéov mARpnN kot Stadavn
napakoAotBnon twv dladkacwwyv mou Pacilovtar oe LLM. Ot mpoypauuatioTég pmopolv va
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QVATPEXOLV O LOTOPLKA traces, va LETPOUV TNV amod0oon KAl va CUCXETI{OUV OUYKEKPLUEVA prompts [E
TOL QVTLOTOLYO VAAUTIKA QmmOoTEAEOUATA.

AUTA N AelToupyIKOTNTA EVIOYVEL TNV AELOTILOTLA, TN cuvInenodtnTa Kal tn Staddvela tou otolxelou
text analytics, Stacdahilovtag OTL OAeg ol Asttoupylec mou Paocilovtal o YAWOOLKA HOVTIEAQ
TIOPAUEVOUV LETPHOLIESG, EAEVELLES KOl eEMaANOeVoleg KaB OAn tn SLAPKELX TNG AVATTTUENG KAl TNG
TUAOTLKAG EdapHoyAG TNG MAaTPOpag CHASE.

B Langfuse V31061055 [ chase v . chase-deployment-test v Traces
Q Goto. ctrl A = chase agent: 25ae8eeabe22c9d5b2cda2fb2df85abe  © jorganizationsmmL Ty o D v8 0
@ Home
Search L2~ Y Timeline & chase_agent T + Addtodatasets [ Annotate  ~ D
88 Dashboards 0D 1o s
g —— L a 0010121055345
nazs Emcdefault  Lalencr 1042 Total Cos$006683 0 5621 —354(35975) O
~ chase.agent . Preview Scores Formatied 1SON
€S Tracing 14; —
) Input + @ .
@ Sessions ChatOpendl
Path
2 Users ChatOpendl
Management Chatopens)
@ pompss & s
Chatopenal
>_ Playground J
ChatOpensl
- v
Seores
Q UM-as-a-Judge
) Human Annotation Dehumanizaty objectification
—stan__
B Datasets
ftement to violence and Thrests
Star Langtuse x \ m_dmj
See the latest releases Y ” <
[ ¢ der Tdentity ang | fegendering and body-shaming.", “Use of transphoblc slurs and curse words.”, "Stereotypes o
v L J
=
. classify_category
L Lampros Argyriou ‘ Gender-Based Vialence (G8V) and Misog

Figure 4: AvaAutikn mpoBoAr evog trace oto Langfuse mou avamaplotd Ula EKTEAEDTN TNG TPAKTOPLKAC POIG EQYATLWY TOU
CHASE. H ametkovion avadelkvUEeL TNV ECWTEPLKT] TTOPELQ TUAAOYIOUOU TOU UOVTEAOU KAl TA avTIOTO X QVAAUTIKA

Co-funded by
the European Union

anoteAéouata..
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KatakAelda

H oAokArpwaon autou tou mapadotéou onpatodotel TNV TeEAKN Slapopdwon tou epyaleiou CHASE wg
Hia oAoKANpWUEVN KAl TANPWE EVOWMATWUEVN TAaTDOpUa. Méoa amo Stadoyikd otadla avamtuéng,
kaBe oTolxelo €xel PeAtwwBel, SlaouvdeBel kal emikupwOel, wote va SL00PAALOTEL N CUVEKTIKNA
Aettoupyla Kat N EVBUYPALLLON E TOUC OTOXOUC TOU €PYOU.

To amotéleoua elvat pla  otabepr), Aswtoupylkn Avon mou ouvdudlel autopatomnoinon,
EPUNVEUCLUOTNTO KOL TTPOCRACIUOTNTA O€ €va evialo mAalaolo.

To 0pOONUO QUTO OAOKANPWVEL TLG TEXVLIKEG SpaotnploTnTeg avamtuéng Tou WP3 kat dSnuloupyetl Tig
MpoUMoBEoelg yla TNV afloAdynon kol emikUpwon tou epyaAeiov CHASE ICT katd t ddon Twv
TUAOTIKWV SOKLUWV.

H avatpododotnon amod TNy mpayuatikn xprion Ba kabodnynoel Tig TEAKEC BEATIWOELC Kal Ba otnpiéel
TN HoKkpompoBeopn Buwoludtnta TnG mMAathopuac népa amnod tn Stdpkela {wng Tou €pyou.
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Sommario esecutivo

Questo documento presenta la versione finale dello strumento informatico CHASE, sviluppato
nell'ambito del Work Package 3 (WP3) -- Componenti tecnologici e piattaforma CHASE.

Basandosi sulle specifiche tecniche e le implementazioni incrementali descritte nei deliverable
precedenti (D3.1, D3.3, D3.5 e D3.6), questo rapporto consolida la versione completa e distribuita del
sistema CHASE e sintetizza gli ultimi perfezionamenti tecnici che hanno condotto alla sua piena
operativita.

Con questi perfezionamenti, lo strumento informatico CHASE raggiunge la sua piena maturita
funzionale, pronto per il deployment pilota e la validazione nel mondo reale da parte delle
organizzazioni partner. Rappresenta il consolidamento di tutti i risultati tecnologici all'interno del WP3
e stabilisce una base solida per il futuro uso operativo e la sostenibilita.

Introduzione

Scopo del documento

Questo deliverable presenta la versione finale integrata e operativa dello strumento informatico
CHASE. Descrive il sistema nella sua forma completata, riassumendo gli ultimi aggiornamenti che sono
stati implementati.

Il documento evidenzia tre aspetti principali:

e L'integrazione dei componenti della piattaforma in un ambiente operativo unificato che
supporta l'accesso e l'interazione multi-partner.

e laconfigurazione finalizzata e la gestione degli accessi utente.

e Gli ultimi miglioramenti ai flussi di lavoro di dati e analytics, sviluppati per migliorare la
visualizzazione e la reattivita analitica.

Nel complesso, il documento funge da rapporto tecnico conclusivo del WP3, dimostrando che lo
strumento informatico CHASE ha raggiunto il livello previsto di integrazione e prontezza per la
validazione nella fase pilota.

Struttura del documento

Il resto di questo documento é strutturato come segue:

e Sezione 2 descrive I'approccio utilizzato per gestire I'accesso utente e I'autenticazione tra le
organizzazioni partner.

e Sezione 3 delinea gli ultimi miglioramenti ai flussi di lavoro interni del sistema.
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Deployment e gestione utenti

Panoramica dell'ambiente della piattaforma CHASE distribuita

La versione finale dello strumento informatico CHASE & stata completamente distribuita su un cluster
Kubernetes (K8s)! dedicato ospitato sull'infrastruttura di ITML. Ogni servizio & stato containerizzato
utilizzando Docker?. Questa configurazione fornisce un ambiente di runtime sicuro, controllato e
scalabile che consente un controllo operativo granulare. Tutti i componenti del sistema sono
containerizzati e gestiti tramite Kubernetes.

Il cluster e configurato per orchestrare il deployment dei servizi, lo scaling e la gestione del ciclo di vita
attraverso manifest dichiarativi. Ogni componente e distribuito come un pod Kubernetes separato,
raggruppato in namespace corrispondenti ai principali sottosistemi dello strumento informatico CHASE.
| servizi stateful, come OpenSearch e Keycloak, utilizzano Volumi Persistenti (PV) per garantire la
durabilita dei dati attraverso riavvii e aggiornamenti. Gli ingress controller espongono solo gli endpoint
pubblici necessari (ad esempio, l'interfaccia web CHASE e il portale di autenticazione Keycloak) tramite
HTTPS, mentre la comunicazione interna dei servizi rimane limitata alla rete privata del cluster.

La comunicazione inter-servizi tra i componenti CHASE si basa su una combinazione di APl REST e
streaming di eventi asincrono tramite Apache Kafka. Per salvaguardare questo livello di comunicazione,
¢ stato implementato il TLS mutuo (mTLS)® tra i producer e consumer Kafka, garantendo sia la
riservatezza dei messaggi che |'autenticazione bidirezionale. Questo approccio assicura che solo i servizi
fidati all'interno del cluster Kubernetes possano pubblicare o consumare eventi, rafforzando cosi la
postura di sicurezza complessiva della piattaforma.

Il monitoraggio continuo dell'ambiente distribuito & ottenuto utilizzando probe di health Kubernetes,
meccanismi di logging interni e dashboard OpenSearch. Questa configurazione abilita I'osservabilita in
tempo reale, il rilevamento dei guasti e una manutenzione semplificata.

Nella sua forma distribuita finale, lo strumento informatico CHASE opera come un sistema coeso e
production-ready che integra tutti i componenti core in un ambiente unificato, sicuro e manutenibile,
supportando il flusso di lavoro completo di moderazione e analytics definito all'interno del Work
Package 3.

Processo di autenticazione e gestione degli utenti

L'implementazione dell'autenticazione utente e del controllo degli accessi nella versione finale dello
strumento informatico CHASE segue la configurazione precedentemente descritta nel Deliverable D3.1
-- Specifiche tecniche, dove l'integrazione di Keycloak come soluzione di gestione delle identita e degli
accessi (IAM) & stata introdotta per la prima volta. In questa versione finale, Keycloak & stato
completamente integrato nell'ambiente distribuito e serve come punto di ingresso centrale per
l'autenticazione e |'autorizzazione degli utenti all'interno della piattaforma CHASE.

! https://kubernetes.io/
2 https://www.docker.com/
3 https://en.wikipedia.org/wiki/Transport_Layer_Security
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La gestione degli utenti viene eseguita direttamente attraverso la console di amministrazione Keycloak,
che consente agli amministratori di sistema di creare, aggiornare e disattivare account utente nonché
di assegnare loro ruoli predefiniti.

Keycloak opera sotto un realm dedicato denominato "chase", che definisce tutti gli utenti attivi, i client
e le policy associate allo strumento. Sono stati configurati due client applicativi principali:

e chase-client --- che rappresenta I'applicazione web CHASE, utilizzato per 'autenticazione lato
utente tramite OpenlD Connect.

e chase-system-client --- che rappresenta la comunicazione di sistema interna tra i servizi
backend e il livello di autenticazione.

Il processo di registrazione degli utenti per la piattaforma CHASE & stato coordinato centralmente dal
team tecnico di ITML. A ciascuna organizzazione partecipante & stato richiesto di fornire i seguenti
dettagli per ogni individuo che necessitava di accesso allo strumento:

e Nome

e Username

e Password

e Nome dell'organizzazione

Dopo aver raccolto queste informazioni, gli amministratori di sistema hanno creato un gruppo
corrispondente in Keycloak per ciascuna organizzazione rappresentata nel progetto (ad esempio, ITML,
Proto Thema, MDIG, CESIE, WAN-IFRA, ecc.). Ogni account utente e stato quindi creato manualmente
all'interno del realm chase e assegnato al rispettivo gruppo organizzativo. Questa struttura basata sui
gruppi garantisce che gli account utente siano chiaramente associati alla loro organizzazione e
semplifica la gestione di piu partner all'interno di un singolo ambiente.

¢ Groups > Group details

QOrganizations Action =
Child groups Members Attributes Role mapping Admin events
Q, Filter groups 2> &3 Refresh 1-9 ~

Group name

AlphaCyprus

CESIE

Oooooooooda

Figura 1: Gruppi di organizzazioni partner definiti all'interno del realm CHASE di Keycloak.
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La registrazione degli utenti non e intenzionalmente aperta all'auto-registrazione. Tutti gli account sono
creati e attivati dagli amministratori per preservare il controllo sull'accesso al sistema e per mantenere
un collegamento verificabile tra gli utenti e le loro organizzazioni. Le funzionalita di reset della password
e verifica email sono disabilitate, poiché la gestione delle credenziali e gestita esclusivamente attraverso
flussi di lavoro amministrativi.

Questa configurazione garantisce che I'intero processo di gestione degli utenti rimanga trasparente,
tracciabile e coerente in tutto il consorzio. Tutte le richieste di autenticazione sono elaborate attraverso
I'interfaccia di login sicura di Keycloak, che si integra perfettamente con i servizi frontend e backend di
CHASE. Il risultato e un flusso di lavoro di accesso controllato e verificabile che supporta il
funzionamento affidabile dello strumento informatico CHASE in un contesto multi-organizzativo.

f"

3

Sign in to your account

Usemame or email

I.argyriol,@ih'“.l.gri

Password

Figura 2: Pagina dilogin CHASE personalizzata integrata con Keycloak, che fornisce autenticazione sicura per gli utenti registrati
all'interno del realm CHASE

Lo strumento informatico CHASE ¢ accessibile agli utenti autorizzati tramite un'interfaccia web sicura
ospitata sotto il dominio dedicato del progetto. L'accesso e fornito tramite il seguente indirizzo:

Questo punto di ingresso funge da gateway unificato all'ambiente CHASE, dove le organizzazioni
partner possono effettuare il login utilizzando le credenziali loro assegnate. Il dominio supporta la
comunicazione crittografata (HTTPS) e si connette direttamente al servizio di autenticazione,
garantendo l'accesso sicuro a tutte le funzionalita della piattaforma CHASE.
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https://chase-web.itml.space/

Aggiornamenti del backend e del layer dati

Il deliverable D3.3 CHASE Data Crawler & Data Repository ha documentato I'implementazione
dell'infrastruttura dati core dello strumento informatico CHASE, inclusa l'integrazione del backend
basato su controller (APl CHASE), I'adozione di OpenSearch? per lo storage dei dati e I'uso di Apache
Kafka® per la messaggistica in tempo reale. Il deliverable ha definito i principali flussi di dati che
supportano l'ingestione, l'analisi e la visualizzazione dei contenuti attraverso gli indici chase_posts,
chase_comments e chase_analytics, nonché i corrispondenti topic Kafka. Questi componenti hanno
stabilito le fondamenta per l'elaborazione end-to-end dei dati, dal recupero di contenuti esterni
all'analytics testuale e alla visualizzazione.

Basandosi su questa architettura, la versione finale dello strumento informatico CHASE introduce
miglioramenti mirati per estendere le capacita analitiche e migliorare le prestazioni del sistema. Sono
stati implementati due sviluppi chiave:

1. un nuovo flusso di lavoro di calcolo degli n-grammi con indici dedicati per supportare la
visualizzazione avanzata

2. un meccanismo di esecuzione asincrona per i servizi di text analytics, che abilita un'inferenza
piu veloce ed efficiente.

Le sottosezioni seguenti descrivono questi aggiornamenti in dettaglio.

Flusso di lavoro di calcolo degli n-grammi

Per abilitare la funzionalita di visualizzazione degli n-grammi introdotta nel componente di
visualizzazione (Deliverable D3.6 -- Componente di visualizzazione CHASE), & stato sviluppato e integrato
nel backend dello strumento informatico CHASE un nuovo flusso di lavoro di elaborazione dei dati.
Questo flusso di lavoro opera come un task pianificato che estrae, elabora e aggrega periodicamente i
dati testuali dall'indice chase_comments per generare statistiche di n-grammi.

Due nuovi indici OpenSearch sono stati aggiunti per supportare questo processo:

e chase_comments_ngram -- che memorizza i dati di n-grammi aggregati con conteggi di
frequenza.

e chase_comments_ngram_processed -- che traccia lo stato di elaborazione dei commenti per
evitare duplicazioni.

Il flusso di dati per il calcolo degli n-grammi segue una pipeline strutturata e automatizzata. Il task viene
eseguito a intervalli predefiniti (10 minuti). Ogni esecuzione determina la finestra temporale da
elaborare controllando l'entrata piu recente in chase_comments_ngram_processed, o usa come
default il commento disponibile pil vecchio se si tratta della prima esecuzione.

4 https://opensearch.org/
5 https://kafka.apache.org/
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| commenti all'interno dell'intervallo di date selezionato vengono recuperati in batch di dieci. Per ogni
batch, i commenti precedentemente elaborati vengono filtrati in base ai loro ID registrati in
chase_comments_ngram_processed.

Ogni commento non elaborato subisce una normalizzazione, inclusa la rimozione degli URL, dei
caratteri speciali e degli a capo. Il testo viene tokenizzato in parole, e le stop word vengono rimosse.

Utilizzando un metodo a finestra scorrevole, vengono generati tutti i possibili n-grammi fino a una
lunghezza specificata (configurata a cinque parole). Questo produce sequenze da una a cinque parole
consecutive per ogni commento.

Gli n-grammi generati vengono aggregati in memoria per il batch corrente. Le voci duplicate, che
condividono lo stesso testo, data, categoria, etichetta e fonte dati, vedono i loro conteggi di frequenza
sommati prima della persistenza.

| risultati aggregati vengono inseriti o aggiornati in chase_comments_ngram, creando nuovi record o
incrementando i conteggi di frequenza esistenti. Gli ID dei commenti elaborati e le loro date vengono
quindi registrati in chase_comments_ngram_processed.

Il processo continua iterativamente su tutte le pagine all'interno dell'intervallo di date selezionato e poi
si mette in pausa fino alla successiva esecuzione pianificata.

Questo design modulare garantisce la scalabilita e consente al componente di visualizzazione di
accedere a dati di n-grammi continuamente aggiornati per display analitici dinamici.

Esecuzione asincrona della text analytics

Il deliverable D3.5 -- CHASE Real-Time Text Analyser ha presentato l'implementazione del componente
di text analytics responsabile del rilevamento e della classificazione dell'hate speech di genere
all'interno dello strumento informatico CHASE. Ha descritto due moduli analitici principali: un modello
di classificazione binaria per identificare contenuti di odio e un flusso di lavoro agentico per il
rilevamento granulare dei pattern di hate speech. Nella versione finale della piattaforma, questo
componente é stato ulteriormente ottimizzato per migliorare la reattivita e la scalabilita.

Per raggiungere questo obiettivo, I'esecuzione dei due modelli € stata disaccoppiata e resa asincrona,
consentendo al classificatore binario piu veloce di operare indipendentemente dall'analisi agentica piu
intensiva dal punto di vista computazionale. Questo miglioramento garantisce che i risultati di
classificazione siano disponibili in tempo reale mentre I'analisi piu approfondita dei pattern continua in
background.

Il flusso di lavoro aggiornato, descritto di seguito, preserva l'integrita dei dati e la struttura message-
driven introdotta in D3.3 migliorando significativamente il throughput e 'esperienza utente.

Il flusso di lavoro aggiornato opera come segue:
1. Il componente di Text Analytics consuma i commenti dal topic Kafka chase_comments.

2. Esegue prima il modello di classificazione binaria, identificando se un commento contiene hate
speech.
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3. | risultati di classificazione vengono scritti nel topic Kafka chase_analytics.

4. Attraverso lo Storage Connector, questi risultati vengono persistiti nell'indice OpenSearch
chase_analytics.

5. Un servizio secondario, hate speech_patterns_analytics, consuma indipendentemente i
messaggi dal topic chase_analytics. Esegue il flusso di lavoro agentico per rilevare pattern
granulari di hate speech e quindi invoca gli aggiornamenti delle corrispondenti entry nell'indice
chase_analytics.

Questa architettura asincrona garantisce che il flusso dilavoro agentico piu lento non blocchi la pipeline
di ingestione e classificazione in tempo reale. La separazione dei due modelli migliora il throughput,
riduce la latenza per la generazione di alert e fornisce aggiornamenti continui all'indice analytics man
mano che le analisi piu approfondite diventano disponibili.

Integrazione del tracing Large Language Model (LLM)

Per migliorare la trasparenza, il debugging e la valutazione delle prestazioni del componente di text
analytics, il tracing LLM & stato integrato nello strumento informatico CHASE utilizzando Langfuse®.
Questa aggiunta fornisce un'osservabilita dettagliata delle operazioni dei LLM coinvolte nel flusso di
lavoro agentico responsabile del rilevamento dei pattern di hate speech.

Langfuse & una piattaforma open-source di osservabilita e analytics specificamente progettata per
applicazioni alimentate da large language model. Abilita il tracing dettagliato di ogni interazione del
modello, catturando metadati strutturati come il testo del prompt, l'output di completion, la latenza,
le metriche di costo e le relazioni gerarchiche tra diverse fasi di un flusso di lavoro agentico. Aggregando
questi trace in tempo reale, Langfuse fornisce a sviluppatori e ricercatori un'interfaccia unificata per
analizzare le prestazioni, identificare colli di bottiglia nei prompt e validare il comportamento del
modello su grandi volumi di esecuzioni.

Nel deployment CHASE, Langfuse & connesso al flusso di lavoro agentico di rilevamento dei pattern di
hate speech all'interno del servizio di text analytics. Ogni invocazione del flusso di lavoro (eseguita dal
modulo chase_agent) viene automaticamente registrata come trace. Un trace corrisponde a
un'esecuzione analitica completa della pipeline agentica per un determinato post o commento e
include pil sub-span che rappresentano le chiamate LLM coinvolte in ogni step di reasoning (ad
esempio, riassunto del testo, classificazione dei pattern, validazione). Per ogni sub-span, Langfuse
registra la durata, il conteggio dei token e lo stato dell'operazione. Questo logging granulare consente
la correlazione tra caratteristiche di input, prestazioni del modello e affidabilita dell'output.

La Figura 3 mostra la Dashboard di tracing di Langfuse, che fornisce una vista aggregata delle esecuzioni
recenti. Ogni riga nella tabella rappresenta un singolo trace registrato per il flusso di lavoro
chase_agent. Accanto a timestamp, identificatori utente e tag organizzativi, la dashboard visualizza
indicatori di performance quantitativi inclusi latency (tempo di esecuzione per run), uso dei token
(input/output e totale) e il costo stimato di ogni operazione. Questa interfaccia consente al team
tecnico di monitorare il throughput e le tendenze delle prestazioni nel tempo.

® https://langfuse.com/
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Figura 3: Dashboard di Tracciamento Langfuse che mostra le recenti esecuzioni del workflow agentico CHASE

La Figura 4 presenta una vista dettagliata di un trace specifico. Il pannello sinistro visualizza il grafo di
esecuzione gerarchico, dove ogni nodo rappresenta una chiamata LLM distinta corrispondente agli step
nel processo agentico (ad esempio, summarize_post, classify_category, evaluate_classification). Il
pannello centrale elenca le metriche dettagliate per ogni chiamata, inclusi latenza e conteggio token,
mentre il pannello destro visualizza l'input e 'output strutturati del modello. La parte inferiore della
vista include un diagramma di flusso del processo che illustra la progressione logica dall'inizializzazione
attraverso gli step di reasoning intermedi fino al completamento.

Attraverso questa integrazione, lo strumento informatico CHASE ora supporta il monitoraggio completo
dei processi basati su LLM. Gli sviluppatori possono rivedere le esecuzioni storiche, misurare le
tendenze delle prestazioni e correlare prompt specifici con risultati analitici. Questa funzionalita
rafforza I'affidabilita e la manutenibilita del componente di text analytics garantendo che tutte le
operazioni guidate dal modello siano trasparenti, misurabili e continuamente verificabili durante le fasi
di sviluppo e di operazione pilota.

& Lingruse oo D cnsse~ / chsse-cepoymentaest >
*  =mew chase agent: 25aeBeeabe22cddSh2eda: © o4 o -8 0o
) Tmewns &= chase agent D + Mddtodatasets @ Annotate - D
chase_agent - & it o
[ ot R P S T R )
e sge . Proview  Scores [r——
& Tacng p —_
nput a
® session Craopens =
Pt
: o
[o—
D Promp
crwopen
. Pinground
Sioperas
RI—
[— ®
stan__
& oa —-—
Sartanghuse X | evaate_cassifcation
1 ——
sunmanze_post
- =)

Figura 4: Visualizzazione dettagliata di una traccia Langfuse che rappresenta un'esecuzione del workflow agentico CHASE. La

visualizzazione evidenzia il percorso di ragionamento interno del modello e i corrispondenti output analitici

Funded by the European Union. Views and opinions expressed are however those of the author(s)
only and do not necessarily reflect those of the European Union or European Commission.
Neither the European Union nor the granting authority can be held responsible for them.

[Project Number: 101143159]

Co-funded by
the European Union

10



Conclusione

Il completamento di questo deliverable segna la finalizzazione dello strumento informatico CHASE
come piattaforma completa e completamente integrata. Attraverso fasi di sviluppo successive, ogni
componente e stato raffinato, connesso e validato per garantire un'operazione coesa e l'allineamento
con gli obiettivi del progetto.

[l risultato e una soluzione stabile e funzionale che combina automazione, interpretabilita e accessibilita
all'interno di un framework unificato.

Questo milestone conclude le attivita di sviluppo tecnico del WP3 e prepara il terreno per la valutazione
e la validazione dello strumento informatico CHASE durante la fase pilota. Il feedback dall'uso nel
mondo reale guidera eventuali perfezionamenti finali e supportera la sostenibilita a lungo termine della
piattaforma oltre la durata del progetto.
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